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Teyvoroyia

I og vo amo@vyete va e€amatnOcite amd Tapominpo@opnon mov dSnuovpysiton
070 TNV TEYVNTI] VO HOGUVY

H mmp60d0¢ 0TN YEVETIKA TEXVNTI VONUOGUVN onuaivel 0Tl ol YeUTIKES EIKOVEG, Ta BivTED, 0 AXO0G Kal Ta bots gival TTAéov TTavToU.
AAAG o1 PEAETEG ExOUV aTTOKOAUWEI TOUG KAAUTEPOUG TPOTTOUG YIa VO TTEI KAVEIG av KATI gival aAnBivo

Tou Jeremy Hsu
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A ToAAEG eIkOvEG TTOU BnpioupyoUvTal aTTo Al @aivovTal peaNICTIKEG HEXPI VO PIEETE IO TTIO TIPOTEKTIKA HaTIG
MidJourney

Mapampncote 6T 1 Topardve guwdva dnpovpyndnke omd texvnth vonuocHvr; Mmopei va eivar dHokolo va gvromicovpe €koveg, Pivieo, Mo Kot
Kelllevo mov NovpyovVTOL OO TNV TEXVNTI VONUOGUVI GE L0 ETOYN TOL Ol TEXVOLOYIKES eEeMEels Ta Kabiotobv oAoéva Kot To duodldkpita and
TO TOAD TEPLEYOUEVO TOL ONULOVPYEITAL O TOV AVOPOTO, OPTVOVTAS LOG OVOLXTOVG GE YEPUYDYNON HEC® TapamANpopdpnons. Qotdco,
yvopiloviog TV TPEYOVCE KOTAGTOON TOV TEXVOAOYIMY TEXVITNG VONIOGUVIG OV XPNGLULOTOLOVVTOL Y10 T SNUOVPYio, TOPUTANPOQOPTGNG KoL TO
£0pOg TV EVOEIKTIKMOV VIEiEemV OTL avTO Tov Kortalete umopel va eivan YedTIKo, PTOPEiTe VoL TPOCTATEDCETE TOV EAVTO GOG OO TO VUL GOG

deytov.

Ot oyKOGIOL NYETEG avnovXody. Zoueavae pe ékbeon tov aykécuion Oovopkod dopovi &
https://www.weforum.org/publications/global-risks-report-2024/in-full/ | n mapaminpopdpnon ko n Tapaminpoedpnon pmopet
Vo, <<datapa&ovy priikd Tig EKAOYIKEG SL0OIKAGIES GE OPKETEG OIKOVOUIEG TOL ETOUEVE GVO YPOVIEL>>, EVD 1| EVKOAOTEPT TTPOGPach og epyareio
TEYVNTNG VONUOSHVIG <<&Youv NN emTpéyel e EKpnén o€ TAPATOUEVEG TANPOPOPIES KAL TOL AEYOUEVO <KGLVOETIKA>> . TtEPleYOUEVO, amd
eEeMypévn KAovomoinon emvig £mg TANCTEG 1GTOCEMOES>> .

Ot 6pot TOPUTANPOPOPNOT KOL TOPATANPOPOPNCT AVAPEPOVTAL KOt Ol dVO G€ WeVdeic 1 avakpiPeis Tinpopopies, oAld 1 TopamAnpoedpnon eivar

VT TTOV £)EL OKOTO VoL EEUTOTNGEL ] VO TOPATAAVTGEL.
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«To {mpoa pe v Topaminpoedpnon mov Pociletor otny TeyvnTi vonuoodvn givor 1 kKAipoka, 1 toydTo Kot 1 €vKoAia pe v omoio propohv
va Eekivijoouv ot kaumdvieg>, Aéet o Hany Farid @ https://www.ischool.berkeley.edu/people/hany-farid cto Mavemiotuio g
Koleopvia oto Mrépried. <<Avtég ot embécelg dev Ba Aapfdavovv mAéov KpaTikovg Qopeic 1 KAl ¥PNUOTOSOTOVUEVOVG OPYOUVIGHOVS — £Val

dtopo pe TpocPacn og KAmOoo PHETPLO. VITOAOYIGTIKT 1oYD UTOPEL VO SNUIOVPYHGEL TEPAGTIEG TOGOTNTEG YEVTIKO TEPLEYOUEVO>> .

Aéet 6111 yevetuay texvnti vonuoovvn ( BA. yhmoodpt, mopokdte @ HDeepDive-1) <« poiivel oA6KAPo To 01KocHGTNI TANPOPOPIDV, BéTeL
oe apeBorio 0,1t draPalovpe, PAEmovpe Kot akoOue>> . Afel OTL 1| £peuvd Tov deiyvel OTL, 6 TOAAEG TEPITTMOELG, Ol EIKOVEG KO O YOG OV

dnpovpyovvTal amd TV TEYYNTN VONUOGHVN £lval <<oyeddV SVGIAKPITOL OO TNV TPOYUATIKOTNTO>> .

Qo1660, épevva tov Farid kot dAlov amokaddntel 4Tt VIAPYOVY CTPATNYIKEG TOV UMOPEITE VoL AKOAOVONGETE Y10, Vo PEWDGETE TOV Kivduvo va,

TECETE GE TOPATANPOPOPNON 1 TAPATANPOPOPNGT TOV HEGMV KOWMVIKNG SIKTOMONG TTOV SNUOVPYEITAL Ol TNV TEXVNTH VOILOGUVT.
Iog va evromicete yevTIKEG 1kOveg Al

Remember seeing a photo of Pope Francis wearing a puffer jacket @ /article/2366312-should-you-be-worried-that-an-
ai-picture-of-the-pope-went-viral/? Such fake Al images have become more common as new tools based on diffusion
models (see glossary, below @ #DeepDive-1) have allowed anyone to start churning out images from simple text
prompts. One study @ https://arxiv.org/abs/2405.11697 by Nicholas Dufour at Google and his colleagues found a rapid
increase in the proportion of Al-generated images in fact-checked misinformation claims from early 2023 onwards.

“Nowadays, media literacy requires Al literacy,” says Negar Kamali @ https://scholar.google.com/citations?
user=BtbelckAAAAJ&hl=en at Northwestern University in Illinois. In a 2024 study & https://arxiv.org/abs/2406.08651,
she and her colleagues identified five different categories of errors in Al-generated images (outlined below) and provided
guidance on how people can spot these for themselves. The good news is that their research suggests people are currently
about 70 per cent accurate at detecting fake Al images of people. You can use their online image test &
https://detectfakes.kellogg.northwestern.edu/ to assess your own sleuthing skills.

5 common types of errors in Al-generated images:

« Sociocultural implausibilities: Is the scene depicting rare, unusual or surprising behaviour for certain cultures or
historical figures?

« Anatomical implausibilities: Take a close look: are body parts like hands unusually shaped or sized? Do the eyes or
mouths look strange? Have any body parts merged?

« Stylistic artefacts: Does the image look unnatural, almost too perfect or stylistic? Does the background look odd or like
it is missing something? Is the lighting strange or variable?

« Functional implausibilities: Do any objects look bizarre or like they might not be real or work? For example, are
buttons or belt buckles in weird places?

« Violations of physics: Are shadows pointing in different directions? Are mirror reflections consistent with the world
depicted within the image?
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A Strange objects and behaviour can be clues that an image was created by Al
MidJourney

How to identify video deepfakes

Al technology known as generative adversarial networks (see glossary, below @ #DeepDive-1) has allowed tech-savvy
individuals to create video deepfakes @ /article/2418188-deepfakes-are-out-of-control-is-it-too-late-to-stop-them/
since 2014 - digitally manipulating existing videos of people to swap in different faces, create new facial expressions and
insert new spoken audio aligned with matching lip-syncing. This has enabled a growing array of scammers, state-backed
hackers and internet users to produce video deepfakes where celebrities such as Taylor Swift ¢ /article/24187/0-could-
an-ai-replace-all-music-ever-recorded-with-taylor-swift-covers/ and ordinary people alike may find themselves
unwillingly featured in non-consensual deepfake pornography, scams and political misinformation or disinformation.

The techniques for spotting Al fake images (see above) can be applied to suspect videos too. Additionally, researchers at
the Massachusetts Institute of Technology and Northwestern University in Illinois have compiled some tips &
https://www.media.mit.edu/projects/detect-fakes/overview/ for how to spot such deepfakes, but they have acknowledged
that there is no fool-proof method that always works.

6 tips for spotting AI-generated video:

« Mouth and lip movements: Are there moments when the video and audio aren’t completely synced?
 Anatomical glitches: Does the face or body look weird or move unnaturally?
« Face: Look for inconsistencies in face smoothness or wrinkles around the forehead and cheeks, along with facial moles.

« Lighting: Is the lighting inconsistent? Do shadows behave as you would expect? Pay particular attention to a person’s
eyes, eyebrows and glasses.

« Hair: Does facial hair look weird or move in strange ways?
« Blinking: Too much or too little blinking could be a sign of a deepfake.

A newer category of video deepfakes is based on diffusion models (see glossary, below @ #DeepDive-1) - the same Al
technology behind many image generators — that can create completely Al-generated video clips based on text prompts.
Companies are already testing and releasing commercial versions of Al video generators @ /article/2417639-realism-of-
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openais-sora-video-generator-raises-security-concerns/ that could make it easy for anyone to do this without needing
special technical knowledge. So far, the resulting videos tend to feature distorted faces or bizarre body movements.

“These Al-generated videos are probably easier for people to detect than images, because there is a lot of movement and
there is a lot more opportunity for Al-generated artefacts and impossibilities,” says Kamali.

How to spot deepfakes and Al-generated images

How to identify Al bots

Social media accounts controlled by computer bots have become common on many social media and messaging
platforms. A growing number of these bots have also been taking advantage of generative Al technologies such as large
language models (see glossary, below @ #DeepDive-1) since 2022. These make it both easy and cheap to churn out AI-
written content through thousands of bots that is grammatically correct and convincingly customised to different
situations.

It has become much easier “to customise these large language models for specific audiences with specific messages”,
says Paul Brenner @ https://crc.nd.edu/about/people/paul-brenner/ at the University of Notre Dame in Indiana.

Brenner and his colleagues have found in their research that volunteers could only distinguish AI-powered bots from
humans about 42 per cent of the time @ https://arxiv.org/abs/2402.07940 - despite the participants being told they
were potentially interacting with bots. You can test your own bot detection skills here &
https://nd.qualtrics.com/jfe/form/SV_dgy2Ymsq74ZkNOm.

Some strategies can help identify less sophisticated Al bots, says Brenner.
5 ways to determine whether a social media account is an Al bot:

« Emojis and hashtags: Excessive use of these can be a sign.
« Uncommon phrasing, word choices or analogies: Unusual wording could indicate an Al bot.

« Repetition and structure: Bots may use repeated wording that follows similar or rigid forms and they may overuse
certain slang terms.

« Ask questions: These can reveal a bot’s lack of knowledge about a topic - particularly when it comes to local places
and situations.

« Assume the worst: If a social media account isn’t a personal contact and their identity hasn’t been clearly validated or
verified, it could well be an Al bot.

How to detect audio cloning and speech deepfakes
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Voice cloning (see glossary, below @ #DeepDive-1) Al tools have made it easy to generate new spoken audio that can
mimic practically anyone. This has led to the rise of audio deepfake scams that clone the voices of family members,
company executives and political leaders such as US President Joe Biden. These can be much more difficult to identify
compared with Al-generated videos or images.

“Voice cloning is particularly challenging to distinguish between real and fake because there aren’t visual components to
support our brains in making that decision,” says Rachel Tobac & https://www.linkedin.com/in/racheltobac/, co-
founder of SocialProof Security, a white-hat hacking organisation.

How this moment for Al will change society forever (and how it won't)

There is no doubt that the latest advances in artificial intelligence from OpenAl, Google, Baidu and others are more impressive than what came
before, but are we in just another bubble of Al hype?

larticle/mg25834352-800-how-this-moment-for-ai-will-change-society-forever-and-how-it-wont/

Detecting such AI audio deepfakes can be especially tricky when they are used in video and phone calls. But there are
some common-sense steps you can follow to distinguish authentic humans from Al-generated voices.

4 steps for recognising if audio has been cloned or faked using AI:

« Public figures: If the audio clip is of an elected official or celebrity, check if what they are saying is consistent with
what has already been publicly reported or shared about their views and behaviour.

« Look for inconsistencies: Compare the audio clip with previously authenticated video or audio clips that feature the
same person’s voice. Are there any inconsistencies in the sound of their voice or their speech mannerisms?

« Awkward silences: If you are listening to a phone call or voicemail and the speaker is taking unusually long pauses
while speaking, they may be using Al-powered voice cloning technology.

« Weird and wordy: Any robotic speech patterns or an unusually verbose manner of speaking could indicate that
someone is using a combination of voice cloning to mimic a person’s voice and a large language model to generate the
exact wording.
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A Anuoéoia mpdéowTra 6Trwg o Narendra Modi Tou GuuTTEPIQEPOVTAI EKTOG XOPAKTHPA UTTOPEI Va gival éva dwpo Al
@the_indian_deepfaker

H teyvoroyia Oa yiver povo korAvTepn

Q¢ éxel, dev VIAPYOLY GLVEREIC KAVOVES OV VO, UTOPOVY TAVT VO, dlakpivouy To mepteydpevo mov dnpovpyeitar and Al and to avdeviikd
avBpamvo wepexdpevo. Ta povtéda texyng vonpuoohvng mov umopodv va dnpovpyoldy Keipevo, eikoves, Bivieo kot nyo Bo cuveyicovv oyedov
ciyovpa va BEATIDVOVTOAL KoL GUYVE PITOPOHY VO TOPAYOLY YPIYOPO aOEVTIKG TEPLEYOLEVO YWPIg eppavn Texvovpynuata 1 AdOn. «<Na eiote
EVYEVIKA TAPOVOTKOT KO GUVELINTOTOWOTE OTL 1] TEXVNTI VOILOGUV XEWpaymYel Kot KoTaokevalel ewoves, Pivieo kat xo ypiyopo — pAdpe OTL
£yel ohoxnpwBel oe 30 Sevteporenta | Aydtepo>>, Aéet o Tobac. <« Avtd SievkoAdvel To kokOBoLAX GTopa oL TPOsTaody va EEYELAGOLY TOVG
avOpOTOVG VO TEPLGTPEPOVY YPTYOPOL TV TOPATAT|POPOPTGT) TOL SNULOVPYEITAUL ALd TV TEYVITI VONUOGUHVY], XTUTMVTOG TO HEGO KOWVMVIKNG

SIKTOOONG péGa o€ Alyo AEMTA OO TIC EKTOKTES EONCELS>> .



H doxpn) keparaiov ypappdrov givan évag aravlactog Tpomog Ta&ivopnong Al and avOpamovg

‘Eva KOATTO yIO VO KAVETE EPWTACEIG XPNOIMOTTOIWVTAG KEPAAaia ypAuuaTa QaiveTal va uTrepdeUEl TNV TEXVNTH vonuoouvn 6TTwG TO
ChatGPT, v o1 GvBpwTTol uTTOpOoUV EUKOAQ VO BWOOUV TN CWOTA ATTAVINGCN

larticle/23751 14-capital-letter-test-is-a-foolproof-way-of-sorting-ais-from-humans/

Av ko givor onpovtikd vo akovicete to BAEUUO GOgG Yo WeLOEIG TANPOPOPieg TOV dNpoVPYOHVTOL Ad TV TEYYNTH VONUOGUVY Kot va. Labete va
KAVETE TEPLOCOTEPES EPMTNOELS Yo 60 dwaPdlete, PAEmete kot akovTe, TeEAKE avTd dev Ba elval apKkeTd Yo Vo GTOUOTHOEL TO KOKO Kot 1) €060V
Y10 TOV EVIOMIGUO amoppioeny dev umopel vo, peiwdet miqpog oe dropa. O Farid eivar peta&d tov epevvnidv mov Aéve 0Tt o kuPepvntikég
PLOLICTIKEG apyEG TTPEMEL VO A0YOO0TNOOVV TIG HeyaAdTeEpES eTaupeieg teyvoroylag —pall e veopueic emyelpnogls mov vrootnpilovtat amod
ekéyovteg emevdutéc g Silicon Valley— mov éyovv avantoéet molhd amd to, epyodeio mov kataxkAblovy To dadikTvo pe Webtiko mepLexdUeEvo Tov
Smuovpyeitar amd Al. <«<H teyvoloyia Sev eivan ovdétepn>>, Aéet o Farid. «Avty n ypoppn mov pog éygt movAicel o Topéag g Texvoroyiog OTL

KOTO KAmolo Tpdmo dev ypedletal vo amoppo@ovv v gvbuvn amd kabe dAin Propnyavia, amhd v amoppintm>>.

‘Eva yA\woaodpi Al

MovTtéAa diaxuong : MovTéAa TexvnTAG vonuooUvng TTou Jabaivouv TTpoaBE£TovTag TTpwTa TuXaio 80puBo oTta dedopéva — OTTwG To BANTTWHA
MIaG EIKOVOG — KAl HETA QVTIOTPEPOVTAG TN SIadIKACIA yIA TRV AQVAKTNOT TWV APXIKWY OEOOPEVWV.

Generative adversarial networks : Mia u¢60dog unxavikig paénaong mou Baacifetal o€ dUo veupwvika SikTua TTOU avtaywvidovTal
TPOTTOTTOIWVTAG TA APXIKG SEDOPEVA KAl OTN CUVEXEID TTIPOOTTIAB0UV va TTpoBAEWouV £dv Ta dedopéva TTou dnpioupyolvTal gival AUBEVTIKA A
TTPAYUATIKA.

Generative Al: Mia eupeia katnyopia govTEAWY TEXVNTAG VONUOCGUVNG TTOU UTTOPOUV Va TTAPAyouV KEIUEVO, EIKOVES, AXO Kal BivTEo agpou
EKTTAIOEUTOUV O€ TTAPOUOIEG HOPPES TETOIOU TTEPIEXOUEVOU.

MeydAa YAwooikd povTéAa : ‘Eva utrooUvoAo HovTEAWV TEXVNTAG vONUOGUVNG TTOU dnuioupyouvTal, TTou JTTopoUV va TTapdyouV SIGQOPETIKES
MOPQPEG yPATITOU TTEPIEXOUEVOU WG ATTOKPION O€ NVUHOTO KEIMEVOU KOl HEPIKEG POPES VA JETAPPAZOUV HETAEU DIa@OpWY YAWTSOWV.

KAwvoTtroinon ewvng : H péBodog xpriong HovTEAWY TEXVNTAG vonuoaouvng yia Th dnuioupyia wn@iakou avTypd@ou TG GuVAG evOg atduou
Kal, 0TN OUVEXEIQ, T dnuioupyia vEwv BelyUIATWY OUIAIAG OE QUTHV TN GWVHA.
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