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UNDERSTANDING FRAUDULENT
TRANSFER ORDERS

The employee transfers funds
to an account controlled by
the fraudster. The money is
re-transferred to accounts in
multiple junsdictions
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STEP 5

Instructions on how to
proceed are given later by a
third-person or via e-mail

ALTERNATIVE

*Requests to receive information on clients
(e-g. all unsettled invoices)

+Uses the information obtained to defraud
clients

P
the regular authorisation procedures

STEP 4
The data/access obtained is
used to transfer funds from the
company’s account to the
fraudster’s account
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T1 Bewpeital OIKovouIko 'EykAnua

}i STEP 1

A fraudster calls posing as a
high-ranking figure of the
company

STEP 2

Requires an urgent transfer
of funds and absolute
confidentialit
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STEP 3

Invokes a sensitive
situation (e.g. tax control;
merger; acquisition)
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ressures the employee not to follow

To OIKOVOMIKO EYKANMA, YyVWOTO KAl WG  XPNMATOOIKOVOUIKO  E€YKANUA,
AVAQEPETAI OE TTOPAVOMES TTPALEIG TTOU DIATTPATTOVTAI ATTO £va ATOMO ) MIa
OMGda atOpwV  VyIa TNV  ATTOKTNON OIKOVOMIKOU ] ETTayyEANATIKOU
TTAEOVEKTAMATOG.

To KUPIO KivnNTPO OE QUTA TA EYKANUATA €ival TO OIKOVOUIKO KEPOOG.
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STEP 1

Fraudster calls posing as an IT
specialist from the employee's
company (or as a bank employee)

BREAEH Informs of a security breach on
the company’s system (or on the
ALTERNATIVE \ SCAMS $ internet banking facility)
+Encourages transfer of . $
funds to a “safe-keeping ‘\ $ [ ] é .
account” " Y n! I ! s .
+The employee transfers . STEP3

funds to an account
controlled by the fraudster
The money is re-trans-
ferred to accounts in
multiple jurisdictions

\ \

OPTION 2: Encourages the employee to contact

(account numbers; access codes)

bank. Uses technology to remain on the line after
termination of the call and therefore obtain sensitive
financial details disclosed to the bank employee

OPTION 1: Requires
financial details
necessary for check-up
and/or downloading of a
remote access software

" https://www.europol.europa.eu/crime-areas/economic-crime
https://www.unodc.org/westandcentralafrica/en/economic-and-financial-crime.html
https://www.eurojust.europa.eu/crime-types-and-cases/crime-types/economic-crimes

https://www.eurojust.europa.eu/sites/default/files/assets/eurojust-annual-report-2021.pdf

1.
2.
3.
4.



https://www.europol.europa.eu/crime-areas/economic-crime
https://www.unodc.org/westandcentralafrica/en/economic-and-financial-crime.html
https://www.eurojust.europa.eu/crime-types-and-cases/crime-types/economic-crimes
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Mnyég:

1. http://www.thesydneyjournalist.com/wp-content/uploads/2017/08/Dark-
Web-Infographic-by-Deep-Web-Tech.jpg

2. https://reliefweb.int/report/world/unodc-world-drug-report-2022
BOOKLET 2 DRUG DEMAND DRUG SUPPLY P. 57

3. https://op.europa.eu/el/publication-detail/-/publication/ddf757c8-53ea-
1lec-91ac-0Taa75ed71al
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THE INTERNET: CLEAR WEB, DEEP WEB AND DARK WEB

Infrastructure consisting

of a standardized set of

data transfer protocols for
digital information exchange.

Dark web (darknets)

Darknets, or overlay networks
within the Internet that can

only be accessed with specific
software, configurations, or
authorization, and often use a
unique customized communica-
tion protocol. Two typical darknet
types are social networks (usually
used for file hosting with a peer-to-
peer connection), and anonymity
proxy networks such as Tor via an
anonymized series of connections.

clear web (surface web)

Content indexed by standard
web-search engines, accessible
to anyone using the Internet.

Content not indexed by standard
web-search engines; content
can be located and accessed

by a direct URL or IP address
but may require a password or
other security access to get past
public-website pages; includes
many very common uses such
as web mail, online banking,
private or otherwise restricted
access content and profiles.

monline banking
msocial networks

®restricted pages
fprofiles


http://www.thesydneyjournalist.com/wp-content/uploads/2017/08/Dark-Web-Infographic-by-Deep-Web-Tech.jpg
https://reliefweb.int/report/world/unodc-world-drug-report-2022
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https://pixabay.com/photos/icebergs-antarctica-southern-ocean-337606/
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Human Population Growth

mostly in developing economies

M People living in developing and developed economies, billions
D

@ Developing economies @ Developed economies
|
Projections =

TOP 10 MOST POPULOUS COUNTRIES (July 1, 2024)

s N World population growth is g‘ WO' I'|d POpU |at|0n l

1. China 1,416,043,270 6. Nigeria 236,747,130
Population Boom and Bust?
IGI P 2. India 1,408,128,296 7. Brazil 220,051,512
obal population (in billion people)
O 3. United States 336,673,595 8. Bangladesh 168,697,184
4. Indonesia 281,562,465 9. Russia 140,820,810
5. Pakistan 252,363,571 10. Mexico 130,739,927
Nnyég

https://www.census.gov/popclock/
HTTPS://WWW.WORLDOMETERS.INFO/WORLD-POPULATION/
HTTPS://WWW.FACEBOOK.COM/PHOTOZ2FBID=509355941231664&SET=A.298981855602408
https://www.facebook.com/Statista.lnc/photos/pcl.5553912264721206/5553912154721217

*asof Nov15 ** given the attainment of developmental goals
Sources: U.N. Population Division, The Lancet
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https://future.internetsociety.org/2019/consolidation-in-the-internet-economy/
https://www.census.gov/popclock/
https://www.worldometers.info/world-population/
https://www.facebook.com/photo?fbid=509355941231664&set=a.298981855602408
https://www.facebook.com/Statista.Inc/photos/pcb.5553912264721206/5553912154721217/
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Internet Users in the World
by Geographic Regions - 2022
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Millions of Users - June 2022

Source: Internet Warld Stats - www internetworldstats . com/stats htm
Basis:h 385,793 406 Internet users estimated inJune 30, 2022
Copyright@ 2022, Miniwatts Marketing Group

Percentage of individuals using the Internet by region (2023)
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MNnyég:
1. https://www.internetworldstats.com/stats.htm
2. https://www.itu.int/hub/publication/d-ind-global-01-
2022/https://www.itu.int/hub/publication/d-ind-ict_mdd-2023-1/
3. https://economics.mit.edu/sites/default/files/publications/technical-change-inequality-
and-labor-market.pdf



https://www.internetworldstats.com/stats.htm
https://www.itu.int/hub/publication/d-ind-global-01-2022/https:/www.itu.int/hub/publication/d-ind-ict_mdd-2023-1/
https://www.itu.int/hub/publication/d-ind-ict_mdd-2023-1/
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aopaAeia otov Kuepvoxwpo

TTOU UTTOPOUV va Xenaiuorroinbouyv yia tnv
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[nyec:
1. https://mww.itu.int/pub/D-STR-CYB GUIDE.01-2018 p.13

2. https://www.cisa.gov/news-events/news/what-cybersecurity
3. https://www.enisa.europa.eu/publications/definition-of-cybersecurity



https://www.itu.int/pub/D-STR-CYB_GUIDE.01-2018 p.13
https://www.cisa.gov/news-events/news/what-cybersecurity
https://pix4free.org/assets/library/2021-05-25/originals/cybersecurity.jpg

Ti atrelAei onuepa Tov KuBepvoxwpo;

1.Ransomware

2. Malware

3. Social Engineering threats

4. Threats against data

5. Threats against availability: Denial of Service
6. Threats against availability: Internet threats

7. Disinformation — misinformation

8. Supply-chain attacks

A U0 19/09/2024
ENISA THREAT nnugcflsu NKE
https://www.enisa.europa.eu/publications/enisa-threat-landscape-2024
LANDSCAPE 2024

https://www.enisa.europa.eu/media/media-press-kits/logos

https://www.enisa.europa.eu/topics/threat-risk-management/threats-and-trends
https://www.europarl.europa.eu/news/el/headlines/society/20220120ST0O21428/oi-megaluteres-
apeiles-ston-tomea-tis-kuvernoasfaleias?fbclid=IwAR1jJnQz2hSpnHQ9309jgimHIFDgecBHCcEchb-
WTFojtP1kwKz gxnmMJgMs
https://www.enisa.europa.eu/topics/cybersecurity-policy/data-protection/?tab=publications
https://id4d.worldbank.org/guide/cybercrime-and-cybersecurity
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https://www.enisa.europa.eu/publications/enisa-threat-landscape-2024
https://www.enisa.europa.eu/media/media-press-kits/logos
https://www.enisa.europa.eu/topics/threat-risk-management/threats-and-trends
https://www.europarl.europa.eu/news/el/headlines/society/20220120STO21428/oi-megaluteres-apeiles-ston-tomea-tis-kuvernoasfaleias?fbclid=IwAR1jJnQz2hSpnHq93o9jqjmHIFDgecBHcEcb-WTFojtP1kwKz_qxnmMJgMs
https://www.enisa.europa.eu/topics/cybersecurity-policy/data-protection/?tab=publications
https://www.enisa.europa.eu/media/media-press-kits/logos
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Fake news — Hate Speech-
Deepfakes-Cyber-bullying
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Cybercri M€ (etymology)

/ Norbert Wiener 1894-1964
=Kda0e EykAnua otov KuBepvoxwpo “Cybernetics”, 1948

116 T ovindnuce ‘Tepamixg:.
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Mnyég:

Stuart Russel, Peter Norvig, Texvnth Nonuoouvn, Mia olyxpovn TTpocéyyion, ekdooeig KAEIAAPIOMOZ. ZeA.46

James Gleick, The Information, 2011, ekddoeig TpauAdg, oeA. 16, 329-330,352

lan F. McNeely, Lisa Wolverton, ETrave@eUpeon Tng Nvwaong, ENAAIOZ, 2017, oeA. 344-345

Robin Mansell, To Aladiktuo atn ®avracia, 2018, ekdoéaceig Potrh, aeA. 81

Armand Marie Leroi, H AiuvoBdAacoa, Twg 0 ApIoTOTEANG TTIvOnoE TNV eMaTAN, 2018, ekddoeig Potr, oeA. 198

®iNiTrTog TaiutrdyAou, Zuvepyaaoieg BifAioBnkwy, 2008, ekddoeig MNatmacwTnpiou, oeA.37
https://www.allthescience.org/what-is-cybernetics.htm?fbclid=IwAR1a30vyGvUZirN6zSd_fQybbTIRZ0GIzSwr7B4n0-MKU3g6rmnsiRkMHxc#imagePopup
NikoAaog I. Ivi¢eailoyAou, Koivwvia kal Néa Texvohoyia, 2014, Ekdéoeic ZAKKOYAA, ogA. 565-570
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https://www.allthescience.org/what-is-cybernetics.htm?fbclid=IwAR1a3OvyGvUZirN6zSd_fQybbT9RZ0GlzSwr7B4n0-MKU3g6rmnsiRkMHxc#imagePopup
https://monoskop.org/Norbert_Wiener
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FEDERAL BUREAU 9f INVESTIGATION
Internet Crime Report

AnuooievOnkav 26/07/2024 & 07/3/2024

Mnyég:
https://www.europol.europda.eu/publication-
events/main-reports/internet-organised-crime-threat-
assessment-iocta-2024
hitps://www.ic3.gov/Media/PDF/AnnualReport/2023 |
C3Report.pdf
https://id4d.worldbank.org/guide/cybercrime-and-
cybersecurit

INTERNET CRIME COMPLAINT CENTER



https://www.itu.int/en/ITU-D/Cybersecurity/Documents/EUR_GCIv2_report.pdf
https://www.itu.int/en/ITU-D/Cybersecurity/Documents/EUR_GCIv2_report.pdf
https://www.europol.europa.eu/publication-events/main-reports/internet-organised-crime-threat-assessment-iocta-2024
https://www.ic3.gov/Media/PDF/AnnualReport/2023_IC3Report.pdf
https://www.ic3.gov/Media/PDF/AnnualReport/2023_IC3Report.pdf
https://www.europol.europa.eu/publication-events/main-reports/internet-organised-crime-threat-assessment-iocta-2024
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Investment fraud

Tech support scam
Confidence or romance fraud
Online payment fraud
Credit card fraud
Government impersonation
Identity theft

Sielele}ilgle]

Lottery scam

SIM swapping

Extortion

Phishing

Ransomware attack

Denial of service attack
Online harassment

Malware attack

LW Y|

$108,479
$24,788
$38,688
$6,134
$11,492
$20,820
$6,776

$5,227

$14,797

$35,860
$1,379
$173
$14,404
$30,105
§757

$12,239

AVTIKTUTTOC TOU KUBEPVOEYKANUATOC

Impact of different cybercrimes

$3.3B
$806.6M
$§735.9M
$386.1M
$264.1M
$240.6M
$189.2M
$107.9M
$83.6M
§72.7M
$54.3M
$52.1M
$34.4M
$171M
$10.6M

$9.3M

Cybercrime Expected
To Skyrocket

Estimated annual cost of cybercrime worldwide
(in trillion U.S. dollars)

13.82
12.43
11.36
10.29

9.22
8.15
— e
5.49
2.95 I
1.16
0.86
m I l

2018 2019 2020 2021 2022 2023 2024 2025 2026 2027 2028

o|o

As of Sep. 2023. Data shown is using current exchange rates.
Source: Statista Market Insights

statista %a

https://www.itsecuritypro.gr/kyvernoasfaleia-kai-mikromesaies-epicheiriseis/

https://elisme.qgr/to-pragmatiko-timima-toy-kyvernoegkl/

https://surfshark.com/research/data-breach-impact/statistics ?fbclid=IwWAROAQpP400nT3 hyJPbUEcf2d8SZelUUcwy NSrPFa2-rwyg4KKNj-aw Cfw

hpwbdnPE

https://www.facebook.com/photo/?fbid=711019361235436&set=a.561580072846033
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https://www.itsecuritypro.gr/kyvernoasfaleia-kai-mikromesaies-epicheiriseis/
https://elisme.gr/to-pragmatiko-timima-toy-kyvernoegkl/
https://surfshark.com/research/data-breach-impact/statistics?fbclid=IwAR0AQp4OOnT3_hyJPbUEcf2d8SZelUUcwy_NSrPFa2-rwyg4KKNj-aw_Cfw
https://www.unodc.org/documents/organized-crime/cybercrime/CYBERCRIME_STUDY_210213.pdf
https://www.facebook.com/photo/?fbid=711019361235436&set=a.561580072846033

EmypapuikeC atratec — Online Frauds

Buying on the dark web?

Néa Odnyia
2020/1828/EE

QVTITTIPOCOWTTEUTIKEG AYWYEG YIa ThV
TTPOOTACIA TWV CUAANOYIKWV
OUM@EPOVTWYV TWV KATAVOAWTWY Kal

TNV Katapynon g Odnyiag
2009/22/EC

N. 5019/2023 ®EK A
Evowpatwnke oTo
EOWTEPIKO dikaIO
Atrolnpiwon BuudTtwy
KUBEPVOATTATNG UTTO
TTPOUTTOBECEIC

CEO/BEC fraud occurs when an employee authorised to make payments is tricked into paying a
fake invoice or making an unauthorised transfer out of the business account.

Often, the request is

for international
payments to banks
Eamed L outside Europe.

The employee
transfers funds to an
account controlled
by the fraudster.

v \\
\ .
\\ -
\ Instructions on how to
\ proceed may be given later,

by a third person or via

A fraudster calls or
emails posing as a
high ranking figure
within the company
(e.g. CEO or CFO).

They have a good
knowledge about the
organization.

They require an urgent ," i
payment. / i
|
9 o email.
Jfas)

The employee is requested
not to follow the regular
authorisation procedures.

They use language such as:
‘Confidentiality’, The company
trusts you', ‘I am currently

unavailable’. They refer to a sensitive situation

(e-g tax control, merger, acquisition).

Unsolicited email/phone call Pressure and a sense of urgency

Direct contact from a senior official you »  Unusual request in contradiction with internal
are normally not in contact with procedures

Request for absolute confidentiality Threats or unusual flattery/promises of reward

lInyeg:

https://www.europol.europa.eu/cms/sites/default/files/documents/infographic - pcf prevention alert O.pdf

https://twitter.com/Europol/status/1084832758801883136/photo/1

https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A32020L1828

https://eur-lex.europa.eu/EN/legal-content/summary/injunctions-protecting-the-collective-interests-of-consumers-until-2023.html

https://www.europol.europa.eu/media-press/newsroom/news/global-law-enforcement-action-against-vendors-and-buyers-dark-web

1.
2.
3.
4.
5.


https://www.europol.europa.eu/cms/sites/default/files/documents/infographic_-_pcf_prevention_alert_0.pdf
https://twitter.com/Europol/status/1084832758801883136/photo/1
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX:32020L1828
https://eur-lex.europa.eu/EN/legal-content/summary/injunctions-protecting-the-collective-interests-of-consumers-until-2023.html
https://www.europol.europa.eu/media-press/newsroom/news/global-law-enforcement-action-against-vendors-and-buyers-dark-web
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EU Drug Markets
Analysis | 2024

Key insights for policy and practice

Clearnet marketplaces e

Online Y

platforms e - ‘e

Social media
marketplaces

Messenger services

Darknet marketplaces

MeTaTtoTrion TNC TTAPAVOUNG AyOopPAC OTO WNPIOKO TTEPIBAAAOV

CLEARNET

The publicly-accessible
Internet that is easily
accessed with a normal
Internet connection and

a browser.

Examples of content:
Google, Facebook, YouTube,
Wikipedia, Netflix.

DEEP WEB

The publicly-accessible
Internet that is unknown

to search engines, such as
encrypted or unindexed
websites, private databases,
and other unlinked content.
Examples of content:
Academic databases,
medical records,

financial records, legal
documentation, government
information, library access,
bank accounts.

DARKWEB

A collection of websites that exist

on darknets. These are not directly
accessible from the Cleamet and often
require special software to access

such websites. Websites use hidden IP
addresses which are hosted on securely
encrypted networks for increased
anonymity.

Examples of content: Tor encrypted
websites, whistleblowing platforms, ultra-
secure email services, darknet markets.

https://syntheticdrugs.unodc.org/syntheticdrugs/en/cybercrime/onlinetrafficking/onlinesalesplatforms.html

https://www.interpol.int/Crimes/lllicit-goods/Pharmaceutical-crime-operations

https://www.europol.europa.eu/publications-events/publications/eu-drug-markets-analysis-2024-key-insights-for-policy-and-practice

Hown e

https://vwv.vev.site/unodc-syntheticdrugstrategy-en/



https://www.interpol.int/Crimes/Illicit-goods/Pharmaceutical-crime-operations
https://www.interpol.int/Crimes/Illicit-goods/Pharmaceutical-crime-operations
https://www.europol.europa.eu/publications-events/publications/eu-drug-markets-analysis-2024-key-insights-for-policy-and-practice
https://vvv.vev.site/unodc-syntheticdrugstrategy-en/
https://syntheticdrugs.unodc.org/syntheticdrugs/en/cybercrime/onlinetrafficking/onlinesalesplatforms.html
https://www.europol.europa.eu/publications-events/publications/eu-drug-markets-analysis-2024-key-insights-for-policy-and-practice

KivOuvol Kal aTTeIAEC OXI JOVO ATTO TA PAPMOKA

THE MEDICRIME CONVENTION

INTOQUESTIONS AND ANSWERS

The Cound! of Europe (omwention
on the CounterTeiting of Medical Preducts and
Sim#ar Crames ireobving Theeats so Pablic Health

FIGURE 1
EU drug markets scosystem

€12.1bn
Cannabis 39 %

EU Drug Markets s
Analysis | 2024 ; \ S

MDMA 2
€1.6 bn
Amphetamines 5 36
Key insights for policy and practice _
€5.2 bn
€116bn )
Cocaine 37%

Enhance monitoring and analysis of the use
of online platforms to trade and distribute . . .
drugs. Particular attention should be paid to EE 2021, eAaxiotn Alavikn agla
developments on the surface web and social 31 dIc €

media platforms, especially in relation to their use
by young people.

MNnyég:
https://lawandorder.gr/diathesi-farmakon-ston-kyvernochoro-to-thesmiko-plaisio-pote-arga/

https://newpost.qgr/ellada/5dff4032e21f618439dae68b/e-farmak-i-a-sto-diadiktyo-athorakisti-i-hora-sti-mastiga-ton-epikindynon-skeyasmaton
https://www.interpol.int/Crimes/Illicit-goods/Pharmaceutical-crime-operations

https://www.europol.europa.eu/publications-events/publications/eu-drug-markets-analysis-2024-key-insights-for-policy-and-practice p. 10
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https://lawandorder.gr/diathesi-farmakon-ston-kyvernochoro-to-thesmiko-plaisio-pote-arga/
https://newpost.gr/ellada/5dff4032e21f618439dae68b/e-farmak-i-a-sto-diadiktyo-athorakisti-i-hora-sti-mastiga-ton-epikindynon-skeyasmaton
https://www.interpol.int/Crimes/Illicit-goods/Pharmaceutical-crime-operations
https://www.europol.europa.eu/publications-events/publications/eu-drug-markets-analysis-2024-key-insights-for-policy-and-practice
https://www.coe.int/en/web/medicrime/publications
https://www.europol.europa.eu/publications-events/publications/eu-drug-markets-analysis-2024-key-insights-for-policy-and-practice

YTTOVOUEUON TWV aVBPWTTIVWY KOIVWVIWY ATTO TO 0PYAVWHEVO £YKANUQ

XpNan NG TeXvoAoyiag yia coBapEC EYKANUATIKEC dPATTNPIOTNTES

CROE

Cybercrime
Person A opens their A black representing that The transaction is The network of nodes Yy
crypto wallet and request transaction is created broadcast to the P2P validates the transaction
a transaction network consisting of

computers, known as nodes

._ L]

Transaction is complete The updated ledger is The transactions (block) is The nodes receive a reward

and Person B received distributed across the P2P combined with other for Proof of Work, typically
network transaction to create a new

block of data for the ledger

#OopioidStrategy
#SyntheticDrugs

the money in their

crypto wallet

in cryptocurrency

Mnyég.
https://www.unodc.org/centralasia/en/news/unodc-explains-the-combined-use-of-unmanned-aerial-vehicles-and-ground-
surveillance-systems.html
https://www.reuters.com/article/crime-europol/technology-is-now-at-root-of-almost-all-serious-crime-europol-idUSL2N1GM27Z/
https://www.theguardian.com/world/2019/jan/28/spanish-drug-smugglers-who-used-drones-to-spy-on-police-are-arrested
https://www.emcdda.europa.eu/publications/european-drug-report/2023 _en
https://lfpress.com/news/local-news/plot-to-fly-drugs-into-emdc-by-drone-foiled-two-charged-opp-say
https://english.elpais.com/spain/2021-07-15/spanish-police-seize-large-drone-used-to-carry-drugs-from-morocco.html
https://syntheticdrugs.unodc.org/syntheticdrugs/en/cybercrime/onlinetrafficking/payment/index.html



https://www.emcdda.europa.eu/publications/european-drug-report/2023_en
https://lfpress.com/news/local-news/plot-to-fly-drugs-into-emdc-by-drone-foiled-two-charged-opp-say
https://english.elpais.com/spain/2021-07-15/spanish-police-seize-large-drone-used-to-carry-drugs-from-morocco.html
https://syntheticdrugs.unodc.org/syntheticdrugs/en/cybercrime/onlinetrafficking/payment/index.html

Connected baby
monitor

International Edition

\\

4 | 1 esafetyCommissioner = EUR—POL

[Taid1ad BupaTa KuRBepvoeyKANUATWY

INTERPOL

internet

users is a child

THREATS AND TRENDS
How is the EU protecting them?

CHILD SEXUAL EXPLOITATION AND ABUSE
COVID-19 IMPACT

#DigitalEU #ChildrensDay

MNMnyég:
1. https://www.europol.europa.eu/publications-documents/covid-19-global-online-safety-

advice-for-parents-and-carers

2. https://digital-strategy.ec.europa.eu/en/library/digital-decade-children-and-youth-new-
european-strateqgy-better-internet-kids-bik

3. https://op.europa.eu/el/publication-detail/-/publication/ddf757c8-53ea-11ec-91ac-
Olaa75ed7lal

4. https://www.globalencryption.org/parents-guide-to-
encryption/?fbclid=IwAR2SiOsZPE UezZcqykzkCdmolD9 0vZOS3j13i0PKzZWDUeM
WI1UFVEzwvvg#parents

5. https://www.interpol.int/News-and-Events/News/2020/INTERPOL-report-highlights-

p—— impact-of-COVID-19-on-child-sexual-abuse

europoleuropaau

CHILDREN

What are the main risks?

Grooming

Making explicit material (nude

images and videos)

Sexual coercion and extortion
Sexting
Bullying

Accessing pornography and
violent content online

Games with gambling-like
elements

Costs of in-game spending

Use of webcams



https://www.europol.europa.eu/covid-19/covid-19-child-sexual-exploitation
https://www.europol.europa.eu/publications-documents/covid-19-global-online-safety-advice-for-parents-and-carers
https://www.interpol.int/News-and-Events/News/2020/INTERPOL-report-highlights-impact-of-COVID-19-on-child-sexual-abuse
https://www.europol.europa.eu/publications-documents/covid-19-global-online-safety-advice-for-parents-and-carers
https://digital-strategy.ec.europa.eu/en/library/digital-decade-children-and-youth-new-european-strategy-better-internet-kids-bik
https://op.europa.eu/el/publication-detail/-/publication/ddf757c8-53ea-11ec-91ac-01aa75ed71a1
https://www.globalencryption.org/parents-guide-to-encryption/?fbclid=IwAR2SiOsZPE_UezZcqykzkCdmolD9_0vZOS3j13i0PKzWDUeMW1UFvEzwvvg#parents
https://www.globalencryption.org/parents-guide-to-encryption/?fbclid=IwAR2SiOsZPE_UezZcqykzkCdmolD9_0vZOS3j13i0PKzWDUeMW1UFvEzwvvg#parents

2.£COUAAIKN EKMETAAAEUON avnAikwy (ZEA)

= EURSPOL &

IOCTA 2024 *'k|

Au¢non oTn dlakivnon UAIKOU

Au¢non T1n¢ O1adIkTUaKnG atromrAdvnong ota MKA «kal oTIg
OIAdIKTUAKEC TTAATPOPUES TTAIXVIOIWV

Xprion KPUTTTOYPOA@PNHUEVWY EQOPMOYWYV DUOXEPAIVEI TO €PYO TWV
Apxwv EmoArnc tou Nouou -AEN

O1 KuBepvoeykAnuaTiec Tou xwpou egeAicoovTal (xprion TN)

O OKOTEIVOG 1I0TOG £CAKOAOUDOEI va TTAPANEVEI OAV UIO ONUAVTIKNA
TTAATQOPUA YIa TNV avTaAAayn UAIKou 2EA

AuZnon Twv TIEPITTTWOEWYV dwvTtavrhc METAdOONG TTEPITTTWOEWYV 2EA
(LDCA-Live Distant Child Abuse)

Eutropeupartotroinon 1nG diadikTuakng 2EA

IOCTA 2024 p.10, 14, 23-26

1. https://www.europol.europda.eu/publication-events/main-reports/internet-organised-crime-threat-assessment-iocta-2024

Nnvyég:

2. https://www.eurojust.europa.eu/term/crimes-against-children

3. https://www.coe.int/en/web/children/lanzarote-convention



https://www.europol.europa.eu/publication-events/main-reports/internet-organised-crime-threat-assessment-iocta-2024
https://www.eurojust.europa.eu/term/crimes-against-children
https://www.coe.int/en/web/children/lanzarote-convention
https://www.europol.europa.eu/publication-events/main-reports/internet-organised-crime-threat-assessment-iocta-2024

Ransomware- AUTPIOUIKO

he figh inst ransomwar:

NMpocoxn!!!

Aev divoupe TToTé AUTPO (XpApaTa)!!!!

WHAT EUROPOL IS DOING

RANSOMWARE
CASE Q Ragnar
REQUESTS Locker
TO EUROPOL Lockergoga
2020 - 2021
EUROPEAMN MALWARE
ANALYSIS SOLUTION (EMAS)
A Contributions increase
100 2020 - 2021
Calling clients, Threatening
employees, business DDoS attack
partners and/or against victim (@ EMPACT J-CAT <®/> NO MORE RANSOM
] JOINT CYBERCRIME ACTION TASKFORCE

journalists to
pressure victim

Coordinated action against Provides the victims of ransomware

Cybercrime = Attacks Against

key cybercrime threats and targets tools to decrypt their systems

Information Systems

Mnyn:
https://www.europol.europa.eu/cms/sites/default/files/documents/internet organised crime thre
at _assessment iocta 2021.pdf p. 14



https://www.europol.europa.eu/cms/sites/default/files/documents/internet_organised_crime_threat_assessment_iocta_2021.pdf

KuBepvoetBeoelc - DDOS eTmBEoeiC

Emixeipnon
Power Off
THIS WEBSITE HAS BEEN SEIZED 15-12-2022

The FBI has seized this website for operating as a DDoS-for-hire service. This
action has been taken in conjunction with Operation PowerOFF, a coordinated
international law enforcement effort to dismantle criminal DDoS-for-hire

services worldwide. DDoS attacks are illegal.

Law enforcement agencies have seized databases and other information . L s . i
relating to these services. Anyone operating or utilizing a DDoS service Me apoipr uohig 10 eupw, kGBe Gropo e
is subject to investigation, prosecution, and other law enforcement XAHNAEG YVWOEIG UTTOPET VO £6ATTOAUOE!
action. emO£oeig DDOS pe 10 TaATNUA £vOG

KOUUTTIOU, ByalovTag €KTOC AsIToupyiag
OAOKANPOUG I0TOTOTTOUG Kal diKTuA,
KATakAUCOVTAG Ta Y€ Kivnon.

* H {nuia TTou PTTOPOUV Va TTPOKAAECOUV
oTa BUpaTa PTTOPEi va gival anuavTikn,
TTOPAAUOVTAG OIKOVOUIKA TIG ETTIXEIPNOEIG
KOl OTEPWVTAG OTTO TOUG TTONITEG PACIKES
UTTNPETIEG TTOU TTPOCPEPOUV OI TPATTECEG,
Ta KUBepvNTIKG 1dpUHATA KAl Ol
QOTUVOMIKEG OUVAEIG.

For more information, please visit:

https://www.fbi.gov/contact-us/field-offices/anchorage/fbi-intensify-efforts-
to-combat-illegal-ddos-attacks

== J

Mnyn:
https://www.europol.europa.eu/media-press/newsroom/news/global-crackdown-against-ddos-services-shuts-down-
most-popular-platforms




IP Crimes -Money Mules — Apace€ic TnG Europol

/
#EasyMoney

-

AAAQ PE TL KOOTOG;
H petapopad rapavopou ypipatog sivat EEmAvpa ypipatoc.
Eivat éyxAnpa. Acv afilet

#DontbeaMule
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CRIMINAL ENABLERS

g

g
jagon

§

NON-CRIMINAL
ENABLERS

LU L PRV e ls S [P CRIME AS AN ENABLER

Money
laundering

Acquisition

Environmental
Crimes

Transport
and
distribution

Tax
evasion

Marketing Cyberattacks
and

retail

Money (Online)

laundering Fraud schemes

Sports

COUNTERMEASURES corruption

MALWARE

MNMnyég:

https://www.europol.europa.eu/sites/default/files/documents/gr posters.pdf

https://www.youtube.com/watch?v=TkbgPXUf5eA

https://www.fatf-gafi.org/content/dam/fatf-gafi/reports/lllicit-financial-flows-cyber-enabled-fraud.pdf.coredownload.inline.pdf

1
2.
3. https://www.europol.europa.eu/operations-services-and-innovation/public-awareness-and-prevention-guides/money-muling
4
5

https://www.europol.europa.eu/cms/sites/default/files/documents/Uncovering_the_ecosystem_of IP_Crime.pdf p.21



https://www.europol.europa.eu/sites/default/files/documents/gr_posters.pdf
https://www.youtube.com/watch?v=TkbgPXUf5eA
https://www.europol.europa.eu/operations-services-and-innovation/public-awareness-and-prevention-guides/money-muling
https://www.fatf-gafi.org/content/dam/fatf-gafi/reports/Illicit-financial-flows-cyber-enabled-fraud.pdf.coredownload.inline.pdf
https://www.europol.europa.eu/cms/sites/default/files/documents/Uncovering_the_ecosystem_of_IP_Crime.pdf
https://www.europol.europa.eu/sites/default/files/documents/gr_posters.pdf
https://www.europol.europa.eu/cms/sites/default/files/documents/Uncovering_the_ecosystem_of_IP_Crime.pdf

Gryptorenk

Main >

Coins Fundraising IDO/ICO Exchanges Token Unlocks Products 88 ¢ Watchlist 3 Portfolio tﬁ Q search for Coins, Contracts, IDO/IE...

All Cryptocurrencies

Overview

All Coins Performance

Q Filter coins...

# A Name
bi¢ 1
A
w3 @

Bitcoin
BTC

Ethereum
ETH

Tether
UsDT

8th GlobalConference

Kputrtoxpnua & ‘EykAnua

and Cryptocurrencies

11-12 SEPTEMBER 2024
UNODC, VIENNA

)y BASEL INSTITUTE ON - ~— E
WIGOVERNANCE =~ EURTPOL|w:

What to do

ATH Gainers  Losers  IDO/ICOROI  All Categories Ecosystems

99 LAYOUT 32 FILTERS &} PRESETS Download Data usp v > R R e
Price Chg (24H) Market Cap Volume (24H) Circ. Supply Price Graph (7D)
v -
$69,515 -0.82% $1.38T $13.06B BTC 19.78M A
h//\,\/”“\\
$2,512 -0.42% $302.94B $5.56B ETH 120.41M f

$1.00 +0.10% $120.52B $27.59B USDT 120.57B

Understand

Regulate

Onvéce:

Anyés:

https://syntheticdrugs.unodc.org/syntheticdrugs/en/cybercrime/detectandrespond/investigation/cryptocurrency.html
https://www.youtube.com/watch?v=q7jFA5v6zgY
https://www.europol.europa.eu/media-press/newsroom/news/cryptocurrencies-and-financial-crime-strategic-approach-to-
ensure-security

4. https://cryptorank.io/all-coins-list

=

N

w



https://syntheticdrugs.unodc.org/syntheticdrugs/en/cybercrime/detectandrespond/investigation/cryptocurrency.html
https://www.youtube.com/watch?v=g7jFA5v6zgY
https://www.europol.europa.eu/media-press/newsroom/news/cryptocurrencies-and-financial-crime-strategic-approach-to-ensure-security
https://www.europol.europa.eu/media-press/newsroom/news/cryptocurrencies-and-financial-crime-strategic-approach-to-ensure-security
https://cryptorank.io/all-coins-list

Digital
Service
Act

2TpaTnyIikn Ao@aAciac EE

Organised Cybersecurity

crime Democracy

Terrorism and . Critical Protecting
infrastructure /88 A\  public spaces

radicalisation

Cutting-edge
technologies
for people

o6
50,
5o

Strengthening (7 ‘," e *  'Eva ac@aleg yia 1o HEAAoV mepIBAAAOV

research and \ forcerment «  Avmiger®mon e§eEANICCOUEVV ATTEINGDV

innovation

/ T + MpooTacia amod TRV TPOHOKPATIA KAl TO OPYAVWHEVO EYKANHA
: ‘ sonng «  'Eva 1oXLpo £LPOMAIKO oIKooLoTNHA acPAAsia
h\ e evolving )OO XbPO £bP nHa aceaAeiag

/ threats /// ?
K oo information extemal 3 =4 Nnyég:

\\: borders ; \Z > Y g'

A exetance &\,'-' Xz = 1. https://ec.europa.eu/info/strategy/priorities-2019-2024/promoting-our-european-way-

, Skills and / lllegal X life/european-security-union _en

awareness : content 2. https://ec.europa.eu/commission/presscorner/detail/en/ip 20 1379
raising 4 online 3. https://digital-strategy.ec.europa.eu/el/policies/europes-digital-decade

4. https://digital-strategy.ec.europa.eu/en/policies/digital-services-act-
package2fbclid=IwAR2IWdrIQMiIWv3aBNIJzkdDZVsxj1206gn7ZK_2edWPUWVIbhf?Gat_cltM_
aem_Abz5czPFhGStixVQmMG_U20aUUIGQD7ogwROM9948FzcRnZepyGCJv7Uutpénsyoellg
GzgPryCwiwRuLiozYdJW?9



https://ec.europa.eu/info/strategy/priorities-2019-2024/promoting-our-european-way-life/european-security-union_en
https://ec.europa.eu/commission/presscorner/detail/en/ip_20_1379
https://digital-strategy.ec.europa.eu/el/policies/europes-digital-decade
https://ec.europa.eu/info/strategy/priorities-2019-2024/promoting-our-european-way-life/european-security-union_en
https://digital-strategy.ec.europa.eu/el/policies/europes-digital-decade

Kévtpo Avtipetwtiong KufepvoeykAnuartog 1n¢ EE
European Cybercrime Center - EC3

Head of EC3

EC3 HEAD OF UNIT e [ ourreacn & By i

COOPERATION DIGITAL

Expertise and Stakeholder Management OUTREACH FORENSICS
& SUPPORT PUBLIC AWARENESS AlTECH

& PREVENTION CRIMES AP CYBORG

STRATEGIC DOCUMENT
STRATEGY & ANALYSIS FORENSICS ootk
DEVELOPMENT y
TRAINING &

L 4 CAP. BUILDING CHILD
SEXUAL

ABUSE

JOINT CYBERCRIME ACTION TASKFORCE
(J-CAT)

LAW ENFO

— peadline: 5 June 2023
RCEMENT ONLY

EC3
=eurcroL [[i 55

MNnvyég:
1. https://www.europol.europa.eu/operations-services-and-innovation/services-support/information-exchange/intelligence-analysis/cyber-intelligence
2. https://www.europol.europa.eu/about-europol/european-cybercrime-centre-ec3
3. https://www.europol.europa.eu/careers-procurement/open-vacancies/vacancy/715



https://commons.wikimedia.org/wiki/File:Europol_building,_The_Hague,_the_Netherlands_-_988.jpg
https://www.europol.europa.eu/operations-services-and-innovation/services-support/information-exchange/intelligence-analysis/cyber-intelligence
https://www.europol.europa.eu/about-europol/european-cybercrime-centre-ec3
https://www.europol.europa.eu/careers-procurement/open-vacancies/vacancy/715
https://www.europol.europa.eu/careers-procurement/open-vacancies/vacancy/715

Oeouiko TTAaiglo KuBepvoao@aAsiag| e

Act

H Ztpatnyiki KuBepvoao@pdAsiag tng EE (2013)

H odnyia NIS (2016) KATAPTHOHKE ME OAHIIA NIS.2 2022/2555/EU (AgkéuBpiog 2022)

N. 4577/2018 @ek A-199 Evowpdtwaon otnv eAAnVIKr vopoBeaia Tng Odnyiag 2016/1148/EE Tou EupwTtraikoU
KoivoBouAiou kai Tou 2UpBoUAiou OXETIKA PE METPA VIO UYPNAO KOIVO ETTITTEOO ACPAAEIOG CUOTNPATWY OIKTUOU KAl
TTAnpo@opiwv o€ 0AOKANPN TNV ‘Evwon kal GAAEC diaTAEelC.

H Cybersecurity Act 2019 (KANONIZMOZ (EE) 2019/881)

N. 4927/2019 @&k A-143 Kipwon Tng Zupewviag Edpag petagl Tng KuBépvnong tng EAANVIKAS AnUoKPaTiag Kal Tou
EupwTraikou Opyaviopou AcopdAciag AikTowv kai MNAnpogopiwyv (ENISA), «EupwTtraikotu Opyaviopou KuBepvoao@aAeiag
(ENISA)».

N. 4727/2020 PEK A-184 WnoiakA AlokuBépvnon (Evowpdtwaon otnv EAAnvikr NopoBeaia tng Odnyiac (EE)
2016/2102 ka1 TG Odnyiag (EE) 2019/1024) HAekTpovikéG ETTIKOIVWViES (EvowudTwon oto EAANVIKO Aikalo Tng Odnyiag
(EE) 2018/1972) kai dAAeg diataceic KuPepvoaopaleiag Tng EE

N. 4961/2022 @eK A-146 Avadudueveg TexvoAoyieg TTANPOPOPIKIAS KAl ETTIKOIVWVIWY, EVIOXUOTN TNS WNPIOKNG
dlaKuUBEPVNONG Kal AANEG DIATALEIG.

N. 5002/2022 ek A-228 Aiadikacia dpong Tou aTTopprTOU TWV ETTIKOIVWVIWY, KUBEPVOATPAAEIQ KOl TIPOCTAC
TTPOCWTTIKWY OEDONEVWV TTOAITWV

N. 5086/2024 ek A-23 EBvikA Apx KuBepvoao@dAeiag Kal AOITTéEG SIATAGEIG

N. 5099/2024 ek A-48 OXETIKA HE TRV eviaia ayopd ynelakwyv utrnpeociwv (Kavoviouog EE 2022/2065)



https://digital-strategy.ec.europa.eu/en/policies/digital-services-act-package?fbclid=IwAR2IWdrIQMiWv3aBNIJzkdDZVsxj12o6gn7ZK_2edWPuWVIbhf9Gat_cItM_aem_Abz5czPFhGSttxVQmG_U2oaUUlGQD7ogwR0M9948FzcRnZepyGCJv7Uutp6nsyoe1IgGzgPryCwtwRuLiozYdJW9

AcikTnc Wnolakng Oikovopiag & Koivwyviag
WYnoiakn ZuykAion — Alagaveia (CPI 2023)
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Digital Economy and Society Index i

HUMAN
CAPITAL

CONNECTIVITY

INTEGRATION

OF DIGITAL | >
TECHNOLOGY P
S /100
0 @ 2| EnwanD
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#DESleu #DigitalEU /100
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https://digital-strategy.ec.europa.eu/en/policies/desi
https://www.transparency.org/en/cpi/2023
https://www.ethnos.gr/opinions/article/195948/pshfiakosmetasxhmatismoskaidiafaneiahallazoymehboyliazoyme
https://images.transparencycdn.org/images/CPI-2023-Report.pdf
https://images.transparencycdn.org/images/CPI-2023-Report.pdf

NIS 2

Baolkég YodouEG Kal AikTud
Odnvyia NIS o161148eE)- N1S2

Expanded scope to include more sectors and services as either essential or important entities.

PROVIDERS OF PUBLIC ELECTRONIC DIGITAL SERVICES SUCH AS SOCIAL
COMMUNICATIONS NETWORKS OR NETWORKING SERVICES PLATFORMS
SERVICES AND DATA CENTRE SERVICES
WASTE WATER AND WASTE SPACE
MANAGEMENT

— %
MANUFACTURING OF CERTAIN POSTAL AND COURIER SERVICES
- - CRITICAL PRODUCTS (SUCH AS

AVGT[TU &r] O-TOXEU l"l VWV PHARMACEUTICALS, MEDICAL

DEVICES, CHEMICALS)

TTPOCEYYIOEWV VIO
High Value Targets HVTs

FOOD PUBLIC ADMINISTRATION

Mnyég:
1. https://digital-strategy.ec.europa.eu/en/library/revised-directive-security-network-and-
information-systems-nis2

2. https://eurlex.europa.eu/eli/dir/2022/2555

3. https://digital-strategy.ec.europa.eu/en/fags/directive-measures-high-common-level-
cybersecurity-across-union-nis2-directive #ecl-inpage-nis2-directive

4. https://digital-strategy.ec.europa.eu/en/policies/nis2-directive

5. https://digital-strategy.ec.europa.eu/en/policies/nis-cooperation-group



https://www.icao.int/cybersecurity/Pages/default.aspx
http://www.uhi.gr/
https://acer.europa.eu/
https://en.wikipedia.org/wiki/European_Central_Bank#/media/File:Logo_European_Central_Bank.svg
https://en.wikipedia.org/wiki/Water_supply_network#/media/File:Grand_Coulee_Dam_spillway.jpg
https://digital-strategy.ec.europa.eu/en/library/revised-directive-security-network-and-information-systems-nis2
https://digital-strategy.ec.europa.eu/en/library/revised-directive-security-network-and-information-systems-nis2
https://eur-lex.europa.eu/eli/dir/2022/2555
https://digital-strategy.ec.europa.eu/en/faqs/directive-measures-high-common-level-cybersecurity-across-union-nis2-directive#ecl-inpage-nis2-directive
https://digital-strategy.ec.europa.eu/en/policies/nis2-directive

AAicuon AedouEvwy
AINATHAA MHNYMATA HAEKTPONIKOY P h IS h I n g

TAXYAPOMEIOQY (PHISHING)

0 opog "phishing” avapépeTat 6Ta anarnAd pnvopara nAEKTPOVIKOU

Taxudpopeiov, oV okono £xouv va eEanarnBolV ot NapakinTeg Toug

Kal va yVwOTOMOL)G0UV-GTOUG ANaTEWVES NPOCWITIKES Kal N
OLKOVOLKEG TOUG patpopies ) kKwdikolg aopaleiag Toug. E AT A

NQx AEITOYPTEL TI MMOPEITE NA'KANETE;

< Ewepydueva empep...

_{’E M5 EAAHNIKH AHMOKPATIA
' & 37 Kupe
Hellenic Post o o

Zag ypagw y1a va 0a evnuep@ow on
& . nn

: ; Z P 2 f Ynnpeoia unoAéyioe o
AUTG Ta uﬂVUpﬂTQ To akéTo oag @rdavel ota EATA alpio gm‘::” m‘m‘,u "
. - s 5 2 . e 2 < = va WL 6N N emoTpogn
I'])\SKTpOVlKOU TCIXUGPOIJE[OUZ Alﬂ"]pElTC T0 onu,u KO Emutpwﬂm Oa BEAapE va 0ag EVNPEPWOOUE OTI Au[zc‘u:: vu:!:olxzi:! awo,mo)\ng oag yia 1o Takéto UPS :m:.::,:no owor6 “T;mvo, woitwe
) neptAapBavop£voy Tou PUAACHETRITH LOTOGEAIBWY :5::6591632‘” .0 s e ABAva e cEymcl mepdSoon ‘*g:v{'fwvw il il
propel va potalouy ndpa moAU pE Ta (browser), Tou avTuKoU npoypapyidTac (antivirus) Kat Tou . g aﬁ?mmi‘"m ooy
unv‘:‘,uc“.u nou OTéRVOUV 0TOUG AEITOUpleO‘.‘J OUUTf'".IQYOC. ::;T;‘::::g 6a amobnkeutei 010 KENTPO AIAAOTHE AOHNQN péxpl va emBeBaliioeTe Ta :m:czw&uw xon empefamiore 1o
MEAATEC Toug oL Tpanelec. 10 va Vv a6, mopasakody xevic s
SO0 0L TRGARLEG Na eioTe 131aiTepa NPoceKTIKoL £dv Eva privupa Y0 Ovouis oy CUNe0LO ke ermepamiony
=7 nAekTpovikol Taxudpopeiov "Tpanelag” oag InTa
avTlypapouy Yo % evaioBnTeg MAnpopopies (Y. rov Kwdikd npdopacng i aRG -
AoyoTuno, Ta " 10U Tpanedtkol oag Aoyapiacpol péow internet
XAPAKTNPLOTIKG Kat s banking). EATA.
T0 UPOG TWV RS
NPaypaTkwy 0ag &n 19 uvva EA£YETE MPOCEKTIKA TO PAVUA NAEKTPOVIKOD St
PnVOpATWV KATeRACETE OTN Tayudpopeiou: cuykpivere T SievBuvon pe Ta
NAEKTPOVIKOU OUOKSUﬁ oag TpoNyoUpEva MpaypaTikd pnvijara and Ty T’punelu
5 i éva ouvepyaoiag oag. EAEyETE yia opBoypapikd AaBn kau
TaYuOpOpELO. T AGBn ypapparikig f cOvTagng. Nnyég:
oV ! . : : 1. https://www.europol.europa.eu/activities-services/public-awareness-and-prevention-quides/e-commerce-
apyeto n Aﬂ Mmijg;gvrgre ae u%omo um‘rgg NAEKTPOVIKOD. . tips-and-advice-to-avoid-becoming-fraud-victim
KAVETE KAIK OE Tay HELOU, QVTIDETA NPOWDNOTE TO OTHV Tpaneca - - ) .
vay oUVEPYAoiag 0ac, TANKTPOAGYLIVTAS TNV NAEKTPOVIKT 2. https://www.europol.europa.eu/sites/default/files/documents/report_on_phishing_-
A oovid g SietBuvan pévor oag. a_law_enforcement_perspective.pdf
“. 6p link 3 https://www.europol.europa.eu/activities-services/public-awareness-and-prevention-quides/e-commerce-
VoLV Xpfion oweoio (ok). Mnv kivere aneuBeiag KAK oTov NAEKTPOVIKG CUVOETHO tips-and-advice-to-avoid-becoming-fraud-victim
ity s v RS (link) xat pnv npayparonoieiare Aipn (download) Tou 4, https://www.politica.gr/politica-89-8/g-papaprodromou-diarkis-epikairopoiisi-tis-atzentas-kubernoasfaleias-
opoAoyiac rou Sivel EMOUVANTOPEVOL APYELOY, avTiBETA MANKTPOAOYOTE TN na-axiopoiithoun-oi-neoi-epistimones/
Thv aieBnon Tou BiedBuvon Tou NAEKTPOVIKOD GUVBESHOU OTOV - ) )
e QUANOLETPNTH LTOOEAISWY (browser) ou 5 https://www.facebook.com/hellenicpolice/posts/pfbid02btGBuuZe 7nx7HTnSSWT8fNtZHfnpu4 YAogK74be
KATEMELYOVTOC. :
XPNOLpONOLELTE. G9Ys8rBwFFn7DgPfxkFogcHudl
6. https://apwg.org/trendsreports/
Ie nepinTwon onotaodinoTe aypiBoliag, eAEYETE TV 7. https://www.youtube.com/watch?v=ftIXDYWkGg8&t=291s

Ot eyKAnpaTieg oTov KUBEpVOXWRO woTooeAida i) THAePWVAaTE otV Tpansla auvepyaoiac



https://www.europol.europa.eu/activities-services/public-awareness-and-prevention-guides/e-commerce-tips-and-advice-to-avoid-becoming-fraud-victim
https://www.europol.europa.eu/activities-services/public-awareness-and-prevention-guides/e-commerce-tips-and-advice-to-avoid-becoming-fraud-victim
https://www.europol.europa.eu/sites/default/files/documents/report_on_phishing_-_a_law_enforcement_perspective.pdf
https://www.europol.europa.eu/activities-services/public-awareness-and-prevention-guides/e-commerce-tips-and-advice-to-avoid-becoming-fraud-victim
https://www.politica.gr/politica-89-8/g-papaprodromou-diarkis-epikairopoiisi-tis-atzentas-kubernoasfaleias-na-axiopoiithoun-oi-neoi-epistimones/
https://www.facebook.com/hellenicpolice/posts/pfbid02btGBuuZe7nx7HTnSsWT8fNtZHfnpu4YAoqK74beG9Ys8rBwFFn7DgPfxkFogcHudl
https://apwg.org/trendsreports/
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https://www.biography.com/scholar/hippocrates

Alwvac NEwv AgclotnTwv-Yneiakoc AApaRNTIONOG

Exhibit 1: Students require 16 skills for the 21st century

MaBnpotwa, Betikeg
EMOTAYES, Texvoloyia

21st-Century Skills 5
K0l pInXaviki

Unpukn
Kavotnta

PEOPLE AT
THE CENTRE

SUSTAINABILITY SOLIDARITY AND
INCLUSION

MoAuyAwoown
Kavotnta

Foundational Literacies
How students apply core skills
to everyday tasks

Competencies
How students approach
complex challenges

Character Qualities
How students approach
their changing environment

DIGITAL
RIGHTS AND

PRINCIPLES

Npoownka,
KOWWVIKA Kal

HETOYVWOTIKA B a UlKéc

11. Curiosity lKavotnta

i 7. Critical thinkin
1. Literacy @ B r?g!
@ 2. Numeracy @ 8. Creativity
> ﬁ‘é%"c‘,'f'c @ 9. Communication

4. ICT literacy @ 10. Collaboration

g 5. Financial
literacy

(KOVOTNTEC

FREEDOM OF
CHOICE

[pappatiopog
TV péowv

12. Initiative

13. Persistence/

Evepydg
OUppEToXA

14. Adaptabilit -
—— 010 Kowvd

MoAwotikn eniyvwon

15. Leadership .
KalL EKppaon

6. Cultural and
@W civic literacy 16. Social and cultural

awareness

Ikavotnta tou

europa.eu El'llXElpE(V
Rights and principles to guide the digital transformation

CO0000

Lifelong Learning

MNnyég:
https://digital-strategy.ec.europa.eu/en/policies/digital-skills-initiatives
https://www.nationalcoalition.gov.qgr/ds-resource/diathesimi-i-elliniki-ekdosi-toy-eyrop/
https://www.weforum.org/agenda/2016/03/21st-century-skills-future-jobs-students/
https://www3.weforum.org/docs/WEF Schools of the Future Report 2019.pdf
https://digital-strategy.ec.europa.eu/en/policies/digital-skills-initiatives
https://www.weforum.org/agenda/2016/03/21st-century-skills-future-jobs-students/
https://www3.weforum.org/docs/WEF Schools of the Future Report 2019.pdf
https://digital-strategy.ec.europa.eu/el/library/european-declaration-digital-rights-and-principles ?fbclid=IwAR0eotl200iJEF4TyAfzDuKMuyiJ2ihlvgQ9yYci320ai6 1QSyxNSo7Xad8 onueia 4
(wnoiakn ekTraideucn Kal KOTAPTION Kal YNOIOKES BEEIOTNTEG), 16 (Ao @AAEG KAl TTPOOTATEUNEVO WNOIAKO TTEPIBAAAOV), 20,21,22 (TrpooTacia Kal evOUVANWAON TwV TTAIBIWV Kal TWV VEWV OTO
WNPIaKO TTEPIBAAAOV
9. https://www.unesco.org/en/digital-competencies-skills/ict-cft

NGO rWNE



https://www.weforum.org/agenda/2016/03/21st-century-skills-future-jobs-students/
https://digital-strategy.ec.europa.eu/en/policies/digital-skills-initiatives
https://www.nationalcoalition.gov.gr/ds-resource/diathesimi-i-elliniki-ekdosi-toy-eyrop/
https://www.weforum.org/agenda/2016/03/21st-century-skills-future-jobs-students/
https://www3.weforum.org/docs/WEF_Schools_of_the_Future_Report_2019.pdf
https://digital-strategy.ec.europa.eu/en/policies/digital-skills-initiatives
https://www.weforum.org/agenda/2016/03/21st-century-skills-future-jobs-students/
https://www3.weforum.org/docs/WEF_Schools_of_the_Future_Report_2019.pdf
https://digital-strategy.ec.europa.eu/el/library/european-declaration-digital-rights-and-principles?fbclid=IwAR0eotl20OiJEF4TyAfzDuKMuyiJ2ihlvgQ9yYci32Oai61QSyxNSo7Xad8
https://www.facebook.com/DigitalEU/videos/555642449332033/
https://www.nationalcoalition.gov.gr/ds-resource/diathesimi-i-elliniki-ekdosi-toy-eyrop/

Aiebvnc 2uvepyaaoia — AvraAayn MNAnpogopiwy

|

¥ Guidelines for First
Responders in Child
Sexual Abuse
and Exploitation Cases

[TANPOPOPIEC KAl KOAAEC TTPOKTIKEG

Mnyég: e
1. https://www.europol.europa.eu/cms/sites/default/files/documents/Grace%20Guidelines%202022 Public_0.pdf VISITORS
2. https://www.interpol.int/Crimes/lllicit-goods/Pharmaceutical-crime-operations i



https://upload.wikimedia.org/wikipedia/commons/0/0d/Europol_building,_The_Hague,_the_Netherlands_-_901.jpg
https://www.europol.europa.eu/cms/sites/default/files/documents/Grace Guidelines 2022_Public_0.pdf
https://www.interpol.int/Crimes/Illicit-goods/Pharmaceutical-crime-operations

YAIKO a1ro AvecapTtntec Apxec & Popeic

P

14l

BEATIOTN TTPAKTIKA
WTEJM* ¢ %\éﬁfrllfog\l;%_zl Zonaiq, Meprpépeieg, Ar'!pm, EmpeAnTipia Emopo(;v
ANEZAPTHTH APXH VA EVTACOUV OTIC I0TOCEAIDEG TOUG, TOUG OUVOEOHOUG
//‘__\___ 4 TWV AvecapTnTwy ApXwyv

T

APXH MNMPOXTAZIAX
AEAOMENON

/

S

202 X

IMOE HELLEMI
MATIKHE COPYRIGH

IAZ ORGANIEATION

» Apyn lNpooTtaciac Asdouévwyv MNMPpooWwITiKou

XapakTnpa
>YNHIOPOX ] )
TOY KATANAAQTH ®» 3 uvhyopos Tou KatavaAwrTn

MRt Aexd = Apxn Alao@daAiong Tou ATTopprTou TWV
Emikoivwviwyv (AAAE)

%1% E(—:TT » EOviki EmiTporr THAETIKOIVWVIWV KAl

Taxudpousgiwyv (EETT)

» Emitpotr) ETromrteiag kai EAéyxou Maryviwv
(EEEN)

» Tpadamela Tng EAAGdOG

EGHMIKH ENMPONH THAEMIKOINANKIN & TAXYAPOMEIGN

®» 3uvlyopog Tou MNoAitn

» EOvikog Opyaviouog Qapudkwy (EOD)



https://www.dpa.gr/portal/page?_pageid=33,211532&_dad=portal&_schema=PORTAL
https://apps.eett.gr/complaints/Complaint.seam
http://www.synigoroskatanaloti.gr/index.html
https://www.opi.gr/
http://www.adae.gr/
https://www.eof.gr/web/guest;jsessionid=c9642e4e6876ead2dd197dd8694d
https://www.eett.gr/opencms/opencms/EETT/index.html
https://www.synigoros.gr/el
https://www.synigoros.gr/paidi/index.html

TexvoAoyia Kai epiBaAAov:

OpBoAoyikn Xpnon Twv dIaBECIPWY TTOPWV
B

/\IYOTipﬂ evepyela Recycling your cell phone
& WEPIUUéTEpﬂ recovers valuable resources,

) saves energy, and reduces
BiwaoiyoTtnTa greenhouse gas emissions.

Opia kal epidwpia

www.epa.gov/recycle

Nnyég:

https://sdgs.un.org/topics/technology

https://www.epa.gov/recycle/electronics-donation-and-recycling ?fbclid=IwAROk duNkMC7zuwo9EMFFL8hEsD3vZBbIPwNkg3806RgGqgzlgZUpnj-Z0 A
https://www.weforum.org/agenda/2023/12/green-tech-multiplier-climate-change-goals-cop28/
https://riversafe.co.uk/resources/tech-blog/how-to-reduce-the-carbon-footprint-of-your-cybersecurity-operations/
https://www.naftemporiki.gr/techscience/1616449/kyvernoasfaleia-me-perivallontiko-apotypoma/

aprODdE



https://sdgs.un.org/topics/technology
https://www.epa.gov/recycle/electronics-donation-and-recycling?fbclid=IwAR0k_duNkMC7zuwo9EMFFL8hEsD3vZBbIPwNkg38O6RgGgzlqZUpnj-Z0_A
https://www.weforum.org/agenda/2023/12/green-tech-multiplier-climate-change-goals-cop28/
https://riversafe.co.uk/resources/tech-blog/how-to-reduce-the-carbon-footprint-of-your-cybersecurity-operations/
https://www.naftemporiki.gr/techscience/1616449/kyvernoasfaleia-me-perivallontiko-apotypoma/
https://upload.wikimedia.org/wikipedia/commons/9/9c/People_concentrating_on_phones.jpg

Avapopd KuBepvoeyKANUATWYV-
UTTAPXEI TTAEOV TTAATPOPUA —

AuEOQ, EUKOAQ Kal dwpeav

|
EicayyeAia NMpwToSIKV

KatayyeAisg yua eykAfjpata kufepvoywpou

Apxég EmPoAng Tov
Nopov

SLadLKkTuou

KatayysAia yia olkovopLkd KuBspvosykArpata omou spmAEKovVTaL

Ave€apTtnTeg AIOIKNTIKES
Apxeg

EiSikég MAQTPOPUES

INASPWVLKWY EMLKOWVWVLWY

KatayysAla yia mapavopn SLakivnorn oMILKOGKOUOTLKWY £pywV
HEow SLadLkTUoU

HAekTpoviko Taxvdpopceio

KatayysAia yia mEpLMTWOELG ATATN G JE UTIOAOYLOTH

TnAedVviKO Kevipo 11188 Mnyég:

https://www.gov.qgr/ipiresies/polites-kai-kathemerinoteta/kataggelies
2. https://www.zougla.gr/n/technology/world-of-tech/article/to-sistima-anaforas-kivernoeglimaton-ke-

=

kivernoperistatikon-stin-xora-mas 18-12-2020
3. https://www.synigoros.qgr/el/category/default/post/eidikh-ek8esh-or-pshfiakes-platformes-kai-
dhmosia-dioikhsh



http://www.ministryofjustice.gr/site/%CE%A4%CE%97%CE%9B%CE%95%CE%A6%CE%A9%CE%9D%CE%99%CE%9A%CE%9F%CE%A3%CE%9A%CE%91%CE%A4%CE%91%CE%9B%CE%9F%CE%93%CE%9F%CE%A3%CE%94%CE%99%CE%9A%CE%91%CE%A3%CE%A4%CE%99%CE%9A%CE%A9%CE%9D%CE%A5%CE%A0%CE%97%CE%A1%CE%95%CE%A3%CE%99%CE%A9%CE%9D.aspx
https://portal.astynomia.gr/webcenter/portal/digitalServiceElas/Citizens eCrime?_afrLoop=111745126199152578#!%40%40%3F_afrLoop%3D111745126199152578%26_adf.ctrl-state%3Dzeeeptz0x_4
https://cyberalert.gr/
https://pixabay.com/el/vectors/%CF%83%CE%B9%CE%BB%CE%BF%CF%85%CE%AD%CF%84%CE%B1-%CE%BA%CF%85%CF%81%CE%AF%CE%B1-%CE%B4%CE%B9%CE%BA%CE%B1%CE%B9%CE%BF%CF%83%CF%8D%CE%BD%CE%B7-%CE%BD%CE%BF%CE%BC%CE%B9%CE%BA%CF%8C%CF%82-3686231/
https://www.gov.gr/ipiresies/polites-kai-kathemerinoteta/kataggelies
https://www.zougla.gr/n/technology/world-of-tech/article/to-sistima-anaforas-kivernoeglimaton-ke-kivernoperistatikon-stin-xora-mas
https://www.synigoros.gr/el/category/default/post/eidikh-ek8esh-or-pshfiakes-platformes-kai-dhmosia-dioikhsh
https://www.gov.gr/ipiresies/polites-kai-kathemerinoteta/kataggelies

To ouoTnua avagopdc KuBepvoeykAnuaTtwy Kai

KuBepvotrepioTaTikwy Odnyieg yia OAOUC TOUC TTOAITEC

|

To cUotnua avagopdag KuBepvoeyKAnpATwy Kat
KuBepvotmepLlotatikwy - 08nyieg yLa Toug TIOALTEG

MNpwtn kataywpnon: NMapaockeur), 18 AekepBpiou 2020, 12:39

| To cuotape avogopss Kultpvoryrinpdray xa) |
| Kufgvonemaranely - O&ayeg vy toug

To ovoTnHa avaopdas
KuBepvoeyKANHATwWY Kat...

2l f |v Mnyéc:

1. https://www.zougla.gr/n/technology/world-of-tech/article/to-sistima-

rwpyog MNamampospduou, Yrootpdrnyos EA.AS. &.a., [Ttuytouyos Nopikiic A0, ELSIkds os Géuara anaforas-kivernoeglimaton-ke-kivernoperistatikon-stin-xora-mas 18-12-
Avrtipetwmiong KuBepvoeykAnjuarog 2020
O are\ég TG KuBepvoao@AAELag Kal TO KUBEPVOEYKANKHA TIOU EKSNAWVETAL WG ATTOTEAECHA TWV ATTIEAWY 2. https://www.youtube.com/watch?v=_uFJXg-HdlY&t=127s

N\


https://www.zougla.gr/n/technology/world-of-tech/article/to-sistima-anaforas-kivernoeglimaton-ke-kivernoperistatikon-stin-xora-mas 18-12-2020
https://www.youtube.com/watch?v=_uFJXg-HdlY&t=127s
https://www.youtube.com/watch?v=_uFJXg-HdlY&t=127s
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A EUROPEAN NETWORK

N SI OF FOREMSIC SCIENCE
INSTITUTES

KevTpikég Kal
Meprpepelakég
uttnpecieg EAAZ
Aoc@dalAeiag kail MikTa
ACTUVOMIKG
TuApaTa
- M
AOIMNEXZ APXEX NMOY
AXKOYN EIAIKA
NMPOANAKPITIKA
KAOGHKONTA

MNMA 178/2014 OEK A 281 «Opydavwon YTrnpeoiwv EAANVIKAG
AcoTuVOMIaG», OTTWG TPOTTOTTOINBNKE Kal I0XUEI CHUEPA
Apbpa 31, 30, 8, 27

Y1rnpeaoiec AvtipyeTwmiong KuBepvoeykANUATOC

AieuBuvon

EyKANUATOAOYIKWYV
Epeuvwyv

Aieubuvon Aiebvouc | —
AOTUVOMIKNG

2. UvEPYaaiag

> =TV I-M—-—mM

AieuBuvon Alaxeipiong |
[TAnpo@opiwv

>—1v0€0TUTI>1



http://www.astynomia.gr/index.php?option=ozo_content&perform=view&id=50&Itemid=41&lang=
https://www.kodiko.gr/nomothesia/document/356333
https://enfsi.eu/

EykAnuaTtoAoyikn Alepeuvnon WYnelakwy lNeiotnpiwyv

o

§ 2
&; EUROPEAN NETWORK %\Ej ®
NF SI OF FORENSIC SCIENCE '
INSTITUTES

PRECISION
FORENSICS

IT'S ALL IN THE NAME

Because ‘International Organization for
Standardization' would have different i
acronyms in different languages (10S in |_|pOTU'IT£§ Kal
English, OIN in French for Organisation WlUTOWOlﬂUéVSQ
internationale de normalisation), our A dladikaaieg (ISO
founders decided to give it the short yd 9001, ISO
form ISO. ISO is derived from the Greek 17025)

‘isos’, meaning equal. Whatever the

country, whatever the language, we are
always 1S0.

1.
2.
3.

https://www.astynomia.gr/elliniki-astynomia/eidikes-ypiresies/diefthynsi-egklimatologikon-erevnon-d-e-e/

https://www.iso.org/about-us.html

https://enfsi.eu/

MNnvyég:



http://www.astynomia.gr/images/stories/2010/22122010ktirio1.JPG
https://www.iso.org/about-us.html
https://enfsi.eu/
https://enfsi.eu/
https://www.europol.europa.eu/cms/sites/default/files/documents/Europol_Innovation_Lab_Observatory_Report - The Second Quantum Revolution.pdf

2UVEPYOOia via TTepiccOTePn ACQAAEIX
oTov KufBepvoxwpo

Akadnuaikn Koivotnta

TORORE RG0! s A -4

#S. 4yN ::.:;_
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1. https://www.coe.int/en/web/medicrime

2. https://www.coe.int/en/web/medicrime/newsroom/-/asset_publisher/3aN6QmrARke1B/content/greece-signs-the-medicrime-
convention?inheritRedirect=false&redirect=https%3A%2F%2Fwww.coe.int%2Fen%2Fweb%2Fmedicrime%2Fnewsroom%3Fp_p_id%3D101 INSTANCE_3
N6QmMrARke1B%26p p_lifecycle%3D0%26p p_state%3Dnormal%26p _p_mode%3Dview%26p p_col_id%3Dcolumn-4%26p_p_col _count%3D1

3. https://dailypharmanews.gr/politiki-ygeias/diakinisi-farmakon-sto-diadiktyo-amesi-thorakisi-tou-thesmikou-plaisiou-kata-aftou-tou-organomenou-egklimatos/
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OPENED TO SIGNATURE

28 October 2011

ENTERING INTO FORCE

1st January 2016
1st COMMITTEE OF PARTIES

17 December 2018

23 RATIFICATIONS

15 CoE member States

& non CoE member

States (Belarus, Benin, Burkina
Faso, Guinea, lvory Coast,
Morocco, Niger, Russian
Federation)

21 SIGNATURES

14 CoE member States

7 non CoE member
States (Chad, Congo, Ecuador,
Israel, Mali, Togo, Tunisia)

3 INVITATIONS

2 countries invited to
sign (Cameroon, Chile,
Senegal)


https://www.coe.int/en/web/medicrime
https://www.coe.int/en/web/medicrime/newsroom/-/asset_publisher/3N6QmrARke1B/content/greece-signs-the-medicrime-convention?inheritRedirect=false&redirect=https://www.coe.int/en/web/medicrime/newsroom?p_p_id%3D101_INSTANCE_3N6QmrARke1B%26p_p_lifecycle%3D0%26p_p_state%3Dnormal%26p_p_mode%3Dview%26p_p_col_id%3Dcolumn-4%26p_p_col_count%3D1
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Comprehensive Study
on Cybercrime

Kenya, Malawi and
Papua New Guinea
invited to accede to
the Convention on
Cybercrime

On 9 October 2024, following the 1509th Meeting of

the Ministers’ Deputies’ meeting, Kenya,...
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https://www.coe.int/en/web/cybercrime/the-budapest-convention
https://www.unodc.org/documents/organized-crime/cybercrime/CYBERCRIME_STUDY_210213.pdf
https://rm.coe.int/3148-1-3-4-cyberleg-global-state-jan-2023-public-v1/1680a99137
https://www.coe.int/en/web/cybercrime/-/greece-becomes-31st-state-to-sign-the-second-additional-protocol-to-the-convention-on-cybercrime
https://www.coe.int/en/web/cybercrime/-/cameroon-becomes-69th-party-to-convention-on-cybercrime
https://www.coe.int/en/web/cybercrime/-/kenya-malawi-and-papua-new-guinea-invited-to-accede-to-the-convention-on-cybercrime
https://www.unodc.org/documents/organized-crime/cybercrime/CYBERCRIME_STUDY_210213.pdf
https://www.coe.int/en/web/cybercrime/-/tunisia-becomes-the-70th-party-to-convention-on-cybercrime
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DEMOCRACY
AND HUMAN
RIGHT PROTECTION FUTURE OF INTERNET
Cyber Ethics moEmE =
Cyber Democracy ol |~
Cyber Human Rights, Core EU values

GLOBAL STABILITY PROTECTION

Cyber Norms, Cyber Diplomacy Eviaia AYOpt'J
Cyber Defence, Cyber Warfare ML
néog
DIGITAL SINGLE MARKET PROTECTION TTOOIOVTGV KAl
Cyber Attacks, Cyber Crime, Cyber Espionage LTTNPECIWV

Cyber Sabotage

CRITICAL ASSET PROTECTION

NIS directive on Digital Service Providers (DSP) and
Operators of Essential Services (OES)

BASIC SECURITY PROTECTION

Cyber Hygiene
Safety and security of cyber space (Internet) users

Figure 1. Layers of cybersecurity needs.

Democracy

Cutting-edge
technologies
for people

#DigitalEU
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1. https://www.enisa.europa.eu/publications/enisa-
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2. https://ec.europa.eu/commission/presscorner/detail/en/!
P 22 2695

3. https://www.hybridcoe.fi/wp-
content/uploads/2021/06/20210622 Hybrid CoE Paper 7

Geopolitics and strategies in cyberspace WEB.pdf

4, https://digital-strategy.ec.europa.eu/el/policies/europes-

digital-decade



https://www.enisa.europa.eu/publications/enisa-position-papers-and-opinions/enisa-input-to-the-css-review-b
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https://www.unicef.org/greece/%CF%83%CF%8D%CE%BC%CE%B2%CE%B1%CF%83%CE%B7-%CE%B4%CE%B9%CE%BA%CE%B1%CE%B9%CF%8E%CE%BC%CE%B1%CF%84%CE%B1-%CF%80%CE%B1%CE%B9%CE%B4%CE%B9%CE%BF%CF%8D
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CYBER AWARE UK
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CSIRT HELLENIC

ITU CYBERSECURITY

CYBERSECURITY CANADA
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