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5.5.5 AELTOUPYIKEG QTIALTAOELG TOU SAA

5.5.6 H avaAuon twv Slataewv tou 2AA (ektdg mapaypddwyv 13, 14, 15, 16)
Keddhaio 6: Ospata aocddAelag Kal tpootaciog — O Lebvig KWdKaG yia Thv achAAsLla Twv MAOLWV Kat
TWV ALHEVIKWV EyKOTOOTAGEWV (ISPS)

6.1 FEVIKEG TTOPATNPHOELG

6.2 OL otdxoL Tou Kwbika ISPS

6.7 TPOUOKPATIKEG ETILOEOCELC — MEAETEG MEPLTTWOEWV

6.8 Melpatikeg emIBETelg — MENETEG MEPUMTWOEWV

Keddahauwo 8: Oépata Staxelpicewg éppatog — H tebviig cuuBacn BWM
8.1 levikég mapatnpnoeLg

8.2 H 81ebvr¢ cuUPBacn BWM

TOMEAZ NAHPOO®OPIKHZ

ElS1kdTNTEG:
1. TEXNIKOZ EOAPMOIQN NMAHPO®OPIKHZ

2. TEXNIKOZ H/Y KAI AIKTYQN H/Y

E€stalopeva padnuato:
1. NPOPAMMATIZMOZ YNOAOTIZTQN
2. AIKTYA YNOAOTIZTQN

NMPOrPAMMATIZMOZ YITOAOTIZTQN

BIBAIO: «MPOrPAMMATIZEMOZ YMOAOTISTON», Topéa MAnpodopikic e I tdéng Huepnoiwv EMAA.
(ZYTTPA®EIZ: ApamoyAou A., Bpaxvou E., Kavidn E., Aékka A., Makpuylavvn M., Mnieheowwtn B., Mamaddxn
I, T¢Apa A.) 2" €kdoon, ISBN: 978-960-06-5653-4.

AIAAKTEA-EZETAZTEA YAH

KEDAAAIO 3. Baoikd otowyeia yYAwooag MpoypoHHATIoHoU.

3.1 MetafAnTEG KOl TUTIOL SESOUEVWV.

3.1.1 Tumnol 6edopévwv.

3.2 AplOUNTLKEC Kol AOYLKEG TTPAEELG Kl EKDPACELC.

3.3 BaowKEG (EVOWUATWHEVEG) CUVAPTHOELG.

3.4 Aopn MPOYPAMMOTOG KAl KAAEG TIPOKTLKEG.

3.5 Tumol kat Sopég SESO0UEVWY OTLG YAWOOEG TPOYPAUULATIOMOU.
KEDANAAIO 4. AAyoplOpKkEG Sopég



Tevyog B'3147/19.07.2021 EOHMEPIAA THX KYBEPNHIEQX

40585

4.1  AAyoplOUIKEG SOUEG - POEC EKTEAEONG TIPOYPAULATOG,.
4.1.1 Aopun akoloubBiac.

4.1.2 Aopn emhoyng if (AN).

4.1.3 Aopn emavaAnyng (for kat while).

4.2  IuvVOPTHOELG.

4.2.1 Anuoupywvtog SIKEG LOG CUVAPTHOELG.
4.2.2 NopAUETPOL CUVOPTHOEWV.

KEDANAAIO 5. KAaowoi AAyopiBpuotn i

5.1 Avadwn avalitnon.

5.2  Tafwounon EuBeiag avtalayng.

5.4 Apaotnplotnteg — AANUTEG.

5.5 Epwrtnoelg — ACKNOELC.

(Ao g mapaypadoug 5.4 kat 5.5, povo doa avadépovtal otig rapaypddoug 5.1 kat 5.2).

KEDANAAIO 6. Awaxeipion Apxeiwv

6.1 Ewoaywyn - Snuloupyla, avolypa, KAELOLO apXElwv.
6.2 Avayvwon kal eyypadn oe apyeio.

6.4 Epwtnoelg - AOKNOELG.

(Ao tnv mapaypado 6.4, pévo doa avadEpovral oTig mapaypddoug 6.1 kat 6.2).

KEDAAAIO 7. Mponyuéva otoyeia yAwooag npoypopHaTIGHOU
7.1  YmompoypAupota Kot tpoémnot KAjong Tous.

7.1.1 Ymompoypdupota.

7.1.2 Juvaptnoelg otnv Python.

7.2 MeTtaBAnTEC KAl TAPAUETPOL.

7.2.1 MNapAPETPOL CUVAPTHOEWV.

7.2.2 EpPelela twv PeTaBANTWV.

7.3  ApBpwpata (Modules).

7.3.1 Ewcaywyn.

7.3.2 3Uvtopn neplypadn tng MNpotumnng BLBAoBdnkng (Standard Library).

7.3.3 Nakéta (Packages).

7.4  Apaotnplotnted.

7.5 EpwTnoELG.

KEMDAAAIO 8. Aopég AsSopévwv I
8.1 JupPoAooelpgg (strings).

8.2 Aiotec.
8.3 ZtoiBa.
8.4 Oupa.

8.8 ApaotnplotnTe.
8.9 Epwrtnoelg.

(Ao g mapaypadoucg 8.8 kat 8.9, povo doa avadépovral otig apaypadoug 8.1, 8.2, 8.3 kal 8.4).

KEDANAAIO 11. Avtikeilpevootpedng MpoypoppaTtioHog.
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11.1 Avtikeipeva kot KAaoeLg.

11.2 ITypdtuna (QUTOPATN APXLKOTIOINGN OVTIKELLEVWVY).

11.3 I616tnTeg Kat MéBodot (ot mapdypadot 11.3.1, 11.3.2 kat 11.3.3 sival ektdg S6akTEAG - £EETAOTENC
0ANg)

11.5 ApaoTnpLOTNTEG.

11.6 EpwtnoE&Lg.

(Amo g mapaypdadouc 11.5 kal 11.6, pévo 6oa avadépovral otig mapaypdadoug 11.1, 11.2, kot 11.3).

AIKTYA YNNOAOTIZTQN

BIBAIO: «AIKTYA YNOAOTIZTQN», Topéa MAnpodopikng, I EMA.A., ZHMEIQZEIZ MAGHTH (ZYITPADEIZ: M.
KwvotavtomouAou, N. Zedbtepdxn, M. Nanadéa, I'. Xpuoootopou) ISBN: 978-960- 06-5138-6.

AIAAKTEA YAH

KEMDAAAIO 1. BAZIKEZ ENNOIEZ APXITEKTONIKHZ KAI AIAZYNAEZHZ AIKTYQN

1.2.2 To povteho Siktvwong TCP/IP.

1.3 EvBuAdkwon.

KEDAAAIO 2. TOMIKA AIKTYA - ENINEAO NPOZBAZHZ AIKTYOY (TCP/IP)

2.1 Quowo emtinedo - Eninedo TUvdeong ((evéng) Asdopévwy (Lovtého OSI)

2.2 HmpoaoBaon oto péco

2.2.1 EAeyxog Noyikng 2uvdeonc (LLC - IEEE 802.2)

2.4 Aiktua ETHERNET (10/100/1000Mbps)

2.4.2 AieuBivoelg ENéyxou mpooPBaong oto Méco (MAC) - Aoun mAawsiou Ethernet - MAaiota Ethernet
peyahou peyéBoug (Jumbo frames) (oelibeg 47- 48, péxpPL TNV apxn TNG apaypddou Nontd Ttomika Aiktua
(Virtual LAN - VLAN)).

2.5 AcUpuarta Aiktua

KEDAAAIO 3. ENINEAO AIKTYOY-AIAAIKTYQZH

3.1 AleuBuvolodotnon Internet Protocol ékdoon 4 (IPv4).

3.1.1 AteuBUivoelg IPv4.

3.1.2 KAaoeLg (tagelg) Siktuwv — SteuBivoswv.

3.1.3 JrtatdAn SieuBuvoswy IP.

3.1.4 Mdaoxka SKtuou.

3.1.5 Ebikég SleuBuvoeLg.

3.1.6 Ynodiktvwan.

3.1.7 Ata€ikn Spopoidynon (CIDR), urmtepSiktiwon Kal LACKEG LETABANTOU UARKOUG.

3.2 To autoSUvapo moaketo IP (datagram) — Aopr TOKETOU.

3.3 MpwtokoMa avelpeong kal amodoong SteuBuvoswy, Address Resolution Protocol (ARP) kat Dynamic
Host Configuration Protocol (DHCP).

3.3.2 To mpwtdkoA o Suvapikng SteuBétnong urtoAoyiotry DHCP.
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3.4 AleuBuvoelg IP katl Ovopatoloyia.
3.6 ApopoAoynan.
3.6.1 Apeon/Eppeon.

Epwtnoeig-Ackioelc kepalaiou (Ldvo doec avadEpovtal oTIC we dvw mapaypddouc tou Kedpalaiou 3)
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KEMAANAIO 4. ENINEAO METADOPAZ

4.1 NpwTtokoAAa TPocavaTtoALloéVa 0T cUVEEDH —XwPLg cUVEEDN
4.1.1 NMpwtokoA\o TCP - Aopr TMOKETOU

4.1.2 MpwtokoA\o UDP - Aopur makETou

KE®AAAIO 5. ENEKTEINONTAZ TO AIKTYO - AIKTYA EYPEIAZ MEPIOXHZ
5. Eloaywyn ota Aiktua Eupeiag meploxng

5.1 Eykateotnuévo ThAedpwvikod Aiktuo

5.1.4 Texvoloyieg Wndrakng uvdpountikng Mpapung (xDSL)
KEDAAAIO 6. ENINEAO EQDAPMOIHZ

6.1 Z0otnua OvopatoAoyiag DNS.

6.1.1 Xwpog ovoudtwy tou DNS.

6.1.2 Opyavwon DNS.

6.2 Yninpeoieg Aladiktiou.

6.2.1 Ynnpeoia nAektpovikol tayudpopeiov E-mail (POP3 - IMAP/SMTP).
6.2.2 Yninpeola petadopag apxeiwv (FTP, TFTP).

6.2.3 Yninpeoia naykdouiov lotot WWW .

6.2.4 Yninpeola anopakpuopévng dlaxeiptong (TELNET).

6.2.5 Yninpeoia thnAedwviag péow Atadiktuou (VolP/SIP).

6.2.6 AANEG edbOPUOYEC Kol XPHOELG.

Epwtrioelg-Aoknoelg kedahaiou

KEDAAAIO 7. AIAXEIPIZH AIKTYOY

7.2 Neploxég/topeic Sroyxeiptong Siktvou oto povtélo OSI

7.2.1 Napapetpornoinon

7.2.2 Aaxeipion IdoaApdtwy

7.2.3 Alaxeipion Embodoswv

7.2.4 Awaxeiplon Koéotoug

7.2.5 Awaxeipion Aodalelog

Epwtnoeig-Aoknoelc kepalaiou (Ldvo doec avadEpovtal OTIG W Avw Tapaypadoug Tou

kedahaiou 7)
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KE(DAAAIO 8. AZDAANEIA AIKTYQN

8.1 Baokeg évvoleg Aodalelag dedopévwy

8.2 EUMLOTEUTIKOTNTA - AKEPALOTNTA - SLaBecIpoOTNTA - AUBEVTIKOTNTA — EYKUPOTNTA
8.2.1 EAeyX0C QKEPALOTNTAG - CUVOPTHOELG KATAKEPUOTLOHOU - cUVOPn HNVUUATOG
8.2.2 JUpUETPLKN KpuTtToypadnon

8.2.3 Kpumttoypadnon Anpooiou / I8twtikol KAeLSLoU

8.2.4 Wnodlakeg umoypadEG — MLOTOTIOLNTIKA

8.3 ASuvapieg — kivéuvol

8.3.1 Napafiaon aoddalelag

8.4 M€BoboL kat TeEXVIKEG TpooTaciog

8.4.1 Avtiypada aodaleiog

8.4.2 Teixoc nmpootaociag (Firewall)

8.4.3 JUotnua evrorniopoL eloBoléwv IDS

8.4.4 sUotnua Aaxeipiong AoddAstac NMinpodoplwv

Epwtnoeig-Aoknoelg kepaAaiov

NMAPATHPHZH

Na 816axBoUv MEPIANTITIKA KAl OL TIAPAKATW EVOTNTEC (EKTOC e€eTaOTENG UANG MAVEAAQSIKWY EEETACEWV) yLa
TNV MANPECTEPN Kol KOAUTEPN Katavonon tng UANG Tou HadnuaToc:

1.1 Oplopdg Siktvou

1.2 Entineda povtélou avadopag OSI (1SO), enineda povréhou TCP/IP (DARPA) kal n avtiotolyia Toug
1.2.1 To povtélo avadopdg yia tn Alacuvdeon Avolktwy Zuotnudtwy (OSI)

2.5.1 TomoAoyia AcUppatou Siktuou Ad-Hoc.

2.5.2 TomoAoyia AcUppatou Siktvou urtodopng (Infrastructure)

3.6.2 MNivakag 6popohdynong

4.3 suvbéoelg TCP - Evapén/teppatiopnog cuvoeong

5.1.4.1 Juokeugg Teppatiopol Siktuou DSL Modem/DSLAM

5.1.4.2 TomoAoyla - E€omAlopdg

EZETAZTEA YAH

KEDAAAIO 1. BAZIKEZ ENNOIEZ APXITEKTONIKHZ KAI AIAXYNAEZHZ AIKTYQN
1.2.2 To povteho Siktvwong TCP/IP.

1.3 EvBuAdkwon .

KEDAAAIO 2. TONIKA AIKTYA - ENINEAO NPO2BAZHZ AIKTYOY (TCP/IP)

2.1 Quowo emtinebdo - Eninedo Z0vdeong ((evéng) Asdopévwy (pLovtého OSI).
2.2 HmpooBaon oto péco.

2.2.1 EAeyxog Noyikng 2uvbeong (LLC - IEEE 802.2).

2.4 Aiktua ETHERNET (10/100/1000Mbps).
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2.4.2 AleuBuvoelg EAéyxou mpooPaocng oto Méoo (MAC) - Aoun mAaiwoiou Ethernet - MAaiola Ethernet
peyahou pey£boug (Jumbo frames) [oehibeg 47-48, péxpl TV apxn NG mapaypddou Nontd tomika Aiktua
(Virtual LAN - VLAN)].

2.5 AcUpuata Aiktua.

KE®AAAIO 3. ENINEAO AIKTYOY-AIAAIKTYQZH

3.1 AleuBuvolodotnon Internet Protocol ék&oon 4 (IPv4).

3.1.1 AteuBivoelg IPv4.

3.1.2 KAGoelg (tagelg) Siktuwv — SteuBUvVoewv.

3.1.3 ZratdAn dieuBuvoewy IP.

3.1.4 Mdoka Swtluou.

3.1.5 Eldikég bleuBuvoelg.

3.1.6 Ynodiktvwan.

3.1.7 Ata€ikr) Spopoioynon (CIDR), umtepSiktiwaon Kol LAOKEG LETABANTOU UAKOUG.

3.2 To autoSUvapo moketo IP (datagram) — Aopr mOKETOU.

3.3 MpwtokoMa aveupeong katl amodoong Steubuvoewv, Address Resolution Protocol (ARP) kat Dynamic
Host Configuration Protocol (DHCP).

3.3.2 To mpwtokoAAo Suvapikng dteuBétnong untodoylotry DHCP.

3.4 AleuBlvoelg IP katl Ovopatoloyia.

3.6 ApopoAoynon.

3.6.1 Apeon/Eppeon.

KEDAAAIO 4. ENINEAO METAD®OPAZ

4.1 NpwtokoAAa mpocavatoAlopéva otn oUvdeon —xwpig ouvdeaon.

4.1.1 NMpwtokoA\o TCP - Aoun MOKETOU.

4.1.2 MpwtokoA\o UDP - Aopr maketou.

KEMAANAIO 5. ENEKTEINONTAZ TO AIKTYO - AIKTYA EYPEIAZ NEPIOXHZ

5. Eloaywyn ota Aiktua Eupelag meploxng.

5.1 Eykateotnpévo TnAedwviko Aiktuo.

5.1.4 Texyvoloyieg Wndrakng ZuvSpountikng Mpapung (xDSL).

KE®DAAAIO 6. ENINEAO EOAPMOrHz
6.1 Z0otnua OvopoatoAoyiag DNS.

6.1.1 Xwpog ovoudtwy tou DNS.

6.1.2 Opyavwon DNS.

6.2 Yninpeoieg Atadiktiou.

6.2.1 Yninpeoia nAektpovikou taxudpopeiov E-mail (POP3 - IMAP/SMTP).
6.2.2 Ynnpeoia petadopag apxeiwv (FTP, TFTP).

6.2.3 Ynnpeoia maykoopou .otot WWW .



