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There are lots of things you can do to keep yourself safe online.
· Think before you post
Don’t upload or share anything you wouldn’t want your parents, teachers or future employers seeing. Once you post something, you lose control of it, especially if someone else screenshots or shares it.
· Don’t share personal details
Keep things like your address, phone number, full name, school and date of birth private, and check what people can see in your privacy settings. Remember that people can use small clues like a school logo in a photo to find out a lot about you.
· Watch out for phishing and scams
Phishing is when someone tries to trick you into giving them information, like your password. Never click links from emails or messages that ask you to log in or share your details, even if you think they might be genuine.
· Think about who you’re talking to
There are lots of ways that people try to trick you into trusting them online. Even if you like and trust someone you’ve met online, never share personal information with them like your address, full name, or where you go to school.  
· Keep your device secure
Make sure that you’re keeping your information and devices secure.
· Never give out your password
You should never give out your password or log-in information. Make sure you pick strong, easy to remember passwords.
· Cover your webcam
Some viruses will let someone access your webcam without you knowing, so make sure you cover your webcam whenever you’re not using it.
Edited from https://www.childline.org.uk/info-advice/bullying-abuse-safety/online-mobile-safety/staying-safe-online/

EXERCISE: 
Your best friend has met someone online and he or she has made a date to meet this person.
Write a short note or a dialogue advising against this and explain why. (DO NOT write more than 10 lines)




